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Brute-force attacks remain among the most prevalent and persistent cybersecurity threats to database
systems, causing unauthorized access, data leakage, and service disruptions. Conventional threshold-
based detection methods often struggle to adapt to evolving and dynamic attack patterns, necessitating
more robust anomaly detection approaches. This study aims to develop, evaluate, and compare two
unsupervised machine learning algorithms Standard Isolation Forest (IF) and Rotated Isolation Forest
(RIF) for detecting brute-force attacks targeting databases such as MariaDB. A large-scale raw access
log dataset containing millions of entries was pre-processed through data cleaning, normalization, and
feature extraction. Behavioural features were engineered for IP-path pairs, including login-attempt
frequency, request intervals, and rapid-attempt ratios. The dataset consisted of 1,831,989 benign and
5,126,052 brute-force entries. The Standard IF model was trained using benign data (n_estimators
= 175, contamination = 0.1, max_samples = ’auto’) and evaluated on mixed data, achieving Re-
call 99.94%, Precision 99.29%, F1-Score 99.61%, AUC 0.9495, and Accuracy 99.28%, with TP =
5,123,224 and FN = 2,828. The RIF model, using Gaussian Random Projection (n_components = 5),
yielded slightly lower metrics: Recall 99.44%, F1-Score 99.36%, and Accuracy 98.81%. The findings
indicate that Standard Isolation Forest provides higher detection accuracy and reliability in identifying
brute-force anomalies within large-scale log data. Despite the theoretical advantage of feature rotation
in handling complex anomalies, the Standard IF demonstrates superior practical performance and ef-
ficiency. Overall, the study confirms the method’s strong potential for integration into automated and
real-time cybersecurity monitoring systems.
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1. INTRODUCTION

Brute force attacks are a relatively simple yet highly effective and destructive method. This attack systematically attempts
combinations of usernames and passwords or other authentication keys until the correct pair is found [1-3]. According to The
Shadowserver Foundation, large-scale brute force attacks have utilized approximately 2.8 million distinct IP addresses per day in
attempts to guess credentials [3]. Other studies report similar scales, with over 1.3 billion unique username-password pairs found in
breach compilations [4]. The Canva breach shows how brute-force-based credential cracking and credential stuffing enabled mass
account compromise, underscoring the need for strong authentication defenses [5]. These attacks frequently occur on a large scale,
either originating from a single source or distributed across numerous IP addresses, and may transpire over a short period or remain
concealed with low frequency [6-8]. Honeypot studies have identified collusion among several seemingly unrelated IP addresses,
indicating the presence of coordinated attacks [8]. Although brute-force detection has been an area of research and security solution
development, traditional methods often rely on signature- or threshold-based rules. These methods are effective against known attack
patterns or those that clearly deviate. Still, they tend to struggle to detect more sophisticated attacks that may employ low-and-slow
techniques or pattern variations to evade static detection. These limitations create gaps in the ability to detect brute force attacks.
Brute force attacks are highly dangerous because they can be executed automatically at high speed using specialised tools or botnets.
Moreover, the sheer volume and persistence of these attacks put additional strain on server resources, potentially degrading overall
system performance [9].

Recent studies highlight that brute-force attacks remain a persistent threat in production environments, with occurrences rang-
ing between 6,470 and 22,715 attacks per server per day [10]. These attacks often target network service accounts and may originate
both externally and internally [10-12]. Early detection enables system administrators to promptly implement mitigation actions,
such as blocking attacker IP addresses, locking suspicious accounts, or strengthening security policies, thereby minimizing potential
damage. As mentioned [12], early detection is essential to enable rapid mitigation actions, to reduce system compromise. In re-
sponse, researchers have increasingly adopted unsupervised learning approaches for intrusion detection, which learn normal behavior
from unlabeled data and identify deviations as anomalies [13]. IF algorithm operates by isolating anomalous observations within
random decision trees, where anomalies tend to be more easily isolated compared to normal data [14]. The superiority of IF lies in
its efficiency and its capability to handle high-dimensional data [13-15].

The objective of this study is to evaluate the effectiveness of IF algorithm in detecting brute-force attacks on MariaDB
by measuring its detection accuracy, false-positive rate, and overall performance. Additionally, this study aims to compare
these results with those produced by the Rotated IF variant to determine whether the rotational transformation provides
measurable improvements. The main contributions of this study are: (1) developing brute-force attack detection models based
on IF and Rotated IF optimized for MariaDB log data, (2) conducting a comparative evaluation using standard anomaly detection
metrics, and (3) providing practical recommendations for deploying automated anomaly detection in production database systems.
Brute force attacks has the presence of deviations in access data, which deviates from this norm is referred to as anomalies or outliers
[16]. Anomaly detection holds significant relevance in identifying new attacks or variants that are difficult to recognize, such as
zero-day attacks and evasive attacks, which are generally not detected by signature-based detection systems due to their limitations in
recognizing only known attack patterns [17]. IF was chosen as the model due to the high volume of access log data, which cannot be
entirely labelled manually [18].RIF was first introduced in a paper published on January 29, 2025, by Vahideh Monemizadeh
and Kourosh Kiani. The algorithm was developed in response to the remaining issues in EIF, particularly ghost inter-clusters,
and proposes a solution by applying random rotations to the dataset before the isolation process [19, 20].

Several previous studies have used IF to detect cyberattacks. Study [14] employed the IF method for detecting various attacks
in Industrial Control Systems (ICS) and achieved a recall of 80%. Furthermore, study [21], applied the IF algorithm for anomaly
detection, obtaining an accuracy of 98.9%, precision of 97.9%, and recall of 98.5%. In study [22] IF was used to detect anomalies
in web traffic, yielding an accuracy of 93%, precision of 95%, and recall of 90%. In the Bot-IoT case [22], a combination of IF and
Random Forest achieved an accuracy of 99.98%. Study [13] noted that detection using IF is highly adaptive and has the potential for
high accuracy, but requires careful threshold tuning, especially when dealing with imbalanced data. Study [15] employed Deep IF
and reported an AUC-ROC of 0.925. IF and its variants consistently demonstrate high detection accuracy. The Hybrid Density-Based
IF achieved 98.9% accuracy, 97.9% precision, 98.5% recall, and 98.6% F1-score on the NSL-KDD, CICIDS2017, and UNSW-NB15
datasets [22]. For web traffic anomaly detection, IF recorded an accuracy of 93%, precision of 95%, recall of 90%, and F1-score of
92% [23]. In ICS, the Dual IF model was capable of detecting attacks missed by other methods, achieving a minimum recall of 80%
and improving the F1-score by up to 7% [14].

IF randomly chooses a split value for the selected feature, which lies between the minimum and maximum values of that
feature in the chosen data subset. Data partitioning is performed recursively until each data point is isolated or the maximum tree
depth is reached [15]. Normal data requires more partitions to be isolated because it tends to reside in dense, similar clusters. In
contrast, anomalies, which are located far from normal data and possess unique characteristics, typically require fewer partitions to
be isolated [24]. Research specifically addressing brute force attacks on MariaDB remains limited; however, several relevant findings
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have been reported. Brute force attacks targeted a web server using MariaDB [25]. Studies also show that other techniques, including
compression and encryption, can expose sensitive database information [26]. Most brute force attacks on MariaDB do not target
the server directly. Instead, detection relies on reviewing application or web server access logs, which track login attempts and help
reveal attack patterns. MariaDB produces more diverse and detailed log entries than MySQL or PostgreSQL, including authentication
attempts and query-level events across multiple log types. The variability in log formats and verbosity levels complicates automated
parsing and anomaly detection. Moreover, its pluggable authentication mechanisms produce inconsistent login patterns, making the
detection of brute-force attacks more challenging.

IF has demonstrated strong computational efficiency, particularly for high-dimensional, large-volume datasets, as it does not
require computing distances between all data points. Additionally, the algorithm is capable of handling irrelevant features and is
less sensitive to outliers [24]. IF often produces empty regions that are mistakenly identified as normal clusters, resulting in biased
anomaly scores and less accurate predictions, particularly in high-dimensional data or those with complex distributions [19]. Rotated
IF (RIF) addresses empty clusters by allowing data splits beyond axis-aligned orientations, improving class separability and anomaly
detection. This can help identify attack patterns that standard IF misses, especially in high-dimensional data. This study will compare
the effectiveness of IF and RIF in detecting brute-force attacks.

Unlike prior studies that primarily applied Isolation Forest on general web traffic, IoT, or network intrusion datasets, this study
introduces a domain-specific adaptation of IF and RIF for large-scale MariaDB access logs. The dataset incorporates domain-level
features such as IP-path behavioral metrics, attempt frequency ratios, and request interval dynamics, which have not been previously
explored in brute-force detection. Moreover, the research implements a comparative evaluation under identical configurations and
dynamic contamination thresholds to assess model sensitivity to real-world log imbalance. This integrative approach provides new
empirical evidence on the performance boundaries of Standard and Rotated Isolation Forests in detecting brute-force anomalies
within database environments.

2. RESEARCH METHOD

This study adopts an unsupervised learning approach using the IF algorithm. IF was selected due to its extensive application
in detecting anomalies across various cybersecurity domains, such as network intrusion detection, malware identification, web traffic
anomaly detection, email security, and critical infrastructure protection [21, 23, 27]. The selection of this methodology is based on the
need to effectively detect anomalies in log data that are large in size, complex, and do not always have explicit labels [28—30]. With
this approach, the research is expected to yield a robust, systematic, and reproducible detection system. The method’s implementation
flow is shown in Figure 1.
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Figure 1. Research Method Flow for Brute-Force Attack Detection
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This study employs an experimental design, which is chosen because normal data is relatively easy to obtain in large quantities,
whereas attack data is rarely available and difficult to label [31]. Both IF and Rotated IF models were trained to learn normal
behavioral patterns. To ensure that the data categorized as brute force, manual validation by cybersecurity experts was also conducted.
This step ensured the accurate classification of brute-force instances. The models were subsequently evaluated on the combined
testing dataset using standard evaluation metrics. This approach enables the models to detect anomalies without requiring attack
labels during training. Early experiments were designed according to cross-validation principles to ensure model generalization and
minimize the risk of overfitting. This evaluation methodology provides a robust framework for assessing the detection performance
in realistic operational scenarios.

2.1. Dataset

A total of 569 log files were converted into a data frame, resulting in 25.371.532 rows of log before data preprocessing. After
preprocessing, the dataset was reduced to 6.958.042 unique entries. The dataset was further enriched through feature engineering to
capture the behavioral characteristics of access per IP address and sensitive paths, particularly those related to login or authentication
processes. This feature engineering step involved generating new variables such as the number of login attempts per IP, frequency of
access to authentication endpoints, and temporal patterns of requests. In addition, suspicious access patterns, such as repeated failed
login attempts and unusually high request rates from a single IP address, were flagged for further analysis. These enhancements
provided a comprehensive representation of access behaviors, enabling the detection of brute-force attacks in the dataset. The
primary variables extracted from the log entries are presented in Table 1.

Table 1. Description of Each Variable in the Dataset

Variable Description
filename Name of the source log file.
ip IP address of the client making the request.
time Timestamp of the request.
method HTTP method used
path Requested URL path.
protocol HTTP protocol version
status HTTP status code
size Response size in bytes.
referrer Referring URL.
agent Client’s User-Agent string.

2.2. Data Preprocessing

The data preprocessing phase commenced with log parsing, during which raw log entries were extracted using regular expres-
sions, yielding 25,371,532 records. Subsequent cleaning procedures involved removing missing and duplicate entries; no missing
values were identified, and 18,413,490 duplicates were eliminated, yielding 6,958,042 unique records. To perform preprocessing
and model training, the researchers used Google Colab with the following specifications: T4 GPU, 12 GB RAM, and 120 GB
disk storage. Thereafter, domain extraction and IP address normalization were conducted to ensure consistent formatting. The times-
tamp attribute was standardized to the %d/%b/%Y:%H:%M:%S %z format and appropriately renamed. Finally, user agent parsing
was performed to derive information on operating systems and browsers, enriching the dataset with additional analytical features.
The complete preprocessing workflow is depicted in Figure 2.

—

-
[ START ] Data Cleaning 1

Extraction
l (6.958.042 rows) ; and Agregration
Data Normalization || .

(gzip and non-gzip) ) _
l Drop Duplicate H Operating System

Raw Dataframe Clean IP Browser
(25.371.532 rows)

Figure 2. Data Preprocessing Stages of the Research
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2.3. Feature Engineering Variables

This step aims to generate features that reveal brute-force attacks by examining request patterns per [P—path pair, since such
attacks typically involve rapid, repeated requests to the same endpoint. Temporal features, such as the hour and day of the request,
are extracted to detect timing-related attack patterns. Time intervals between consecutive requests from the same IP—path are then
calculated, with both variance and standard deviation assessed; low values here can indicate regular, automated attack behaviour.
Request frequency was calculated per IP—path pair, along with the average number of attempts per hour to measure attack intensity.
The fast attempt ratio indicates how many requests in a session occur within 10 seconds, flagging brute-force activity when high. A
binary feature marks login-related paths to highlight likely targets. The feature-engineered dataset supported the anomaly detection
model’s training and testing, and the resulting variables are shown in Table 2.

Table 2. Variables Generated from Feature Engineering

Feature Description
1 hour For identifying attack patterns occurring at specific hours
2 day_of_week Extracts the day of the week for detecting attacks on specific days.
3 ipfreq Calculates the total number of logins attempts from each IP address.
4 time_diff The time difference between consecutive login attempts from the same IP.
5 time_var Low variance suggests consistent intervals, typical of automated attacks.
7 time_std Low time_diff std dev indicates automated login activity.
8 attempts_per-hour  Calculates the avg number of logins attempts to measure attack intensity.
9  fast_attempt_ratio Indicates the percentage of login attempts from a single IP.

2.4. Feature Standardization, Model Training, and Model Evaluation

RIF introduces a rotation process on the data before constructing the isolation trees. By applying rotation, the model can
identify anomalies that might otherwise remain hidden or undetected in the original data dimensions, especially when there is a
high correlation among features [20]. This rotation is performed randomly before each tree is built, allowing the model to capture
complex anomaly patterns better. In general, RIF offers improved anomaly detection performance on high-dimensional or highly
correlated datasets compared to the classical IF approach [32]. The model was initialized with several hyperparameters, including
n_estimators, contamination, max_samples, random_state, and n_jobs. The n_estimators parameter determines the number of trees in
the forest; a higher value generally leads to a more stable model. The contamination parameter in IF specifies the expected proportion
of anomalies in the training data. This parameter influences the internal anomaly score threshold that the model uses to classify data
as normal or anomalous. During the fitting process, IF constructs a series of isolation trees to learn the patterns of normal data.

2.5. Model Optimization and Comparison

After the IF and RIF models were trained on data categorized as normal, the evaluation phase assessed how well both models
could detect brute-force attacks and correctly classify normal data on previously unseen samples. Model performance was measured
using several metrics. Overall accuracy was calculated to determine the percentage of all data correctly classified. Benign classi-
fication accuracy measured how effectively the model recognized normal data as normal. Brute-force detection rate (recall) is the
proportion of brute-force attacks the model successfully detects. Additional metrics included precision, F1-Score, and AUC, which
reflect the model’s overall ability to distinguish between positive and negative classes. This study directly compared standard IF,
which uses axis-aligned data splits, with RIF, a variant that applies random rotations to detect off-axis anomalies better. To allow
model reuse without retraining, the trained IF model, StandardScaler, IP encoder, feature names, and feature medians were saved,
ensuring consistent preprocessing and prediction for new data.

3.  RESULT AND ANALYSIS
3.1. Dataset Characteristics, Preprocessing, and Exploration

The behaviour-based feature engineering phase was applied to each IP—path pair. It included components such as numerical
IP representation, request counts, timing variations, login attempt rates, temporal context, and identification of login paths. Feature
exploration involved analysing distributions, correlations, and relevance to behavioural traits, while feature analysis identified the
most significant predictors for anomaly detection. Figure 3 shows the top 10 IP addresses by frequency, which indicates that the
dataset contains brute force attacks.
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Figure 3. Distribution of the Top 10 Most Accessed IP Addresses

In addition to the IP Address, the greater number of POST methods compared to GET requests serves as one indication of
rapid, intensive data transmission. Under normal circumstances, the amount of data sent should not significantly exceed the amount

of data requested. The high volume of POST requests is a characteristic of brute force, which operates by repeatedly submitting
credential guesses until a valid combination is found Figure 4.
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Figure 4. Distribution of HTTP Method Usage in Network Traffic

This study also computes temporal login features and detects [P—path pairs with high activity as potential brute-force indicators.
The results are divided into normal data, attack data, and aggregate statistics, as shown in Figure 5. This study also computes temporal
login features and detects IP—path pairs with high activity as potential brute-force indicators. The results are divided into normal data,
attack data, and aggregate statistics, as shown in Figure 5. Table 3 presents the results of the temporal statistical features used to
analyze brute-force patterns in activity logs. Features such as the average time between attempts, time variance, and fast attempt ratio
serve as key indicators for distinguishing attack behaviours from normal activities.

M Benign Data

B Brute Force Data

Figure 5. Proportion of Benign and Brute-Force Data in the Dataset
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Table 3. Pembagian data untuk Training dan Testing

Statistic Total Avg Min Fast Time Time Attempts Fast
Attempts  Time Diff  Time Diff  Attempts Variance Span Hours ~ Per Hour  Attempt Ratio
count 85.65 25.111 25.111 85.650 16.468 85.650 85.650 85.650
mean 61.94 165.029 107.405 58.89 4.15x1010 36.85 36.25 0.0249
std 2.293 278.950 279.564 2.284. 1.61x10! 99.99 116.75 0.1150
min 1.0 0.0 0.0 0.0 0.0 0.0 0.0014 0.0
max 210 5.151 5.151 210 5.62x1012 1.430 8.775 0.999992

3.2. Model Performance

The IF model was built with 175 estimators, 0.1 contamination, auto max samples, full features, no bootstrap, and ran-
dom_state=6, trained on standardized data. Both Standard IF and RIF were then evaluated on a mixed dataset of benign and brute-
force attack data. Results show high accuracy for both models: RIF is slightly better at identifying benign traffic, while Standard IF
had higher overall accuracy in Figure 6.
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ot Standard IF 0,9928 0,8996 0,9994 0,9495 0,9961
—8— Rotated IF 0,9881 0,9002 0,9944 0,9473 0,9936

Figure 6. Performance Comparison Between the Standard IF and RIF Models

In terms of real-time capability, the developed prediction function, after loading the trained model and preprocessing compo-
nents, was able to process new log data and efficiently generate detection statuses. Based on benchmarking, a prediction on an attack
simulation data test set containing 100.000 records was completed quickly. The deployment model was able to scan the entire attack
simulation dataset in 2.25 seconds, with an average time per item of 0.000023 seconds. Table 4 presents the performance evaluation
results of the IF and RIF models in detecting brute-force attacks.

Table 4. Evaluation Metrics of Standard and Rotated IF Based on Benign and Brute Force Datasets

Standard IF Rotated IF
Precision  Recall F1-Score Precision Recall F1-Score
Benign 0.9915 0.8996 0.9433 0.920117  0.900223  0.910062
Brute Force 0.9929 0.9994 0.9961 0.992879  0.994414  0.993646
Accuracy 0.9928 0.9928 0.9928 0.988130  0.988130  0.988130

Macro avg 0.9922 0.9495 0.9697 0.956498  0.947318  0.951854
Weighted avg 0.9928 0.9928 0.9926 0.988025  0.988130  0.988070

As shown in Figure 7, the confusion matrix indicates that the IF model performed slightly worse, particularly in the Precision
and F1-Score metrics for the Benign class. Nevertheless, the model still maintained a high detection rate against brute-force attacks.
However, the overall Accuracy, Macro Average, and Weighted Average values decreased slightly. These findings indicate that while
RIF is effective in detecting attacks, the standard IF model provides more consistent and reliable results across all evaluation metrics.
Thus, the standard IF can be considered a more appropriate choice when overall classification performance and the balance between
benign and malicious activity detection are top priorities.
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Figure 7. Confusion Matrix of the Standard and Rotated Model

3.3. Analysis of Model Evaluation Results

The IF model was trained on web access log data categorized as normal and evaluated on a test dataset that included both
normal and brute force attack data. Based on the evaluation results, the model achieved a precision of 0.9929, indicating that the
majority of its attack predictions were correct. The model’s recall reached 0.9944, demonstrating its strong ability to identify brute-
force attacks, with very few undetected intrusions accurately. Furthermore, the specificity value of 0.9002 reflects that the model
performs reasonably well in recognizing normal activities, although some benign activities are still misclassified as attacks. These
results indicate that the IF model effectively distinguishes between normal and malicious activities. This capability is highly valuable
in cybersecurity contexts, as accurate attack detection helps prevent losses from brute-force intrusions. In addition, the high precision
and recall values suggest that the model is highly effective for real-world deployment, where minimizing detection errors is essential.
However, since the specificity is slightly below 1.00, there remains room for improvement, particularly in reducing false positives
that may lead to false alarms and increase the workload of security teams. The evaluation also demonstrates that the IF model is
highly sensitive to attack patterns, making it unlikely that brute-force attempts will go undetected. Consequently, this model is highly
suitable for use as an early-detection system within web infrastructures vulnerable to brute-force threats.

Testing on diverse data containing various attack and normal activity patterns further reinforces the reliability of the IF model.
The model also shows potential for further enhancement through additional feature engineering or parameter tuning to improve
specificity. Compared to other approaches in the cybersecurity domain, IF offers a balanced trade-off between accurate attack
detection and minimizing the misclassification of normal activities. From an implementation standpoint, the IF model is relatively
easy to integrate into existing monitoring systems, as it does not require labelled attack data during training; only normal activity data
is required. This characteristic reduces data preparation efforts and accelerates deployment. Overall, the evaluation results confirm
that the IF model is a promising solution for detecting brute-force attacks in modern web applications. This model achieved an
accuracy of 0.9881, with a recall of 0.9944 and a precision of 0.9929, indicating strong performance in identifying attack activities.
The specificity value of 0.9002 indicates that the model performs fairly well at recognizing benign traffic, though it is slightly lower
than that of the IF model. Overall, RIF maintains robust, consistent performance, with evaluation metrics closely comparable to those
of the standard model.

The differences in accuracy and recall are small. Given the very large sample size, even small differences can be
statistically significant, but the document notes that the performance gap is practically insignificant. This is because the
engineered features already provide strong separation between normal and anomalous data, and rotation does not reveal
additional anomaly structures in this context.

3.4. Interpretation of Key Metrics

The key metrics for evaluating the brute-force attack detection model provide a comprehensive understanding of its strengths
and weaknesses in distinguishing between normal activities and attacks. The high precision value (0.9929) indicates that most of the
attacks detected by the model are indeed actual attacks, thereby minimizing the risk of false positives. The very high recall (0.9944)
confirms that the model is almost always able to detect brute-force attacks, making the likelihood of missed detections very low.
Interpreting this confusion matrix is essential for understanding the model’s error patterns and enabling targeted improvements, such
as parameter tuning, to increase specificity without compromising sensitivity. Thus, the IF model is not only effective in detecting
attacks but also reliable in minimizing false alarms that could otherwise burden the security team. The interpretation of the key metric
is shown in Table 5.
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Table 5. Performance Evaluation Results of the Brute Force Attack Detection Model

Metric Value Interpretation

True Positive (TP) 5.123.224 Number of brute force attacks detected. A high value indicates the model is highly effec-
tive at recognizing malicious activity.

False Negative (FN) 2.828 Instances of brute-force attacks that the model missed. A low number indicates a very
low attack evasion rate.

True Negative (TN) 329.601 Number of normal (benign) activities correctly classified as safe. This reflects the model’s
ability to recognize normal traffic.

False Positive (FP) 36,797 Normal activities are incorrectly classified as attacks. This value should be controlled to

prevent false alarms.
Recall (Brute Force Detection Rate) 99.94% (0.9994) Percentage of actual brute force attacks successfully detected. A near-perfect value indi-
cates extremely high model sensitivity.

Precision (Brute Force) 99.29% (0.9929) Percentage of predicted attacks that are actual attacks. A high value shows the model
rarely issues false alerts.
Specificity (True Negative Rate) 89.96% (0.8996) The model’s ability to correctly identify normal activities. Some benign activities are still
misclassified as attacks.
Benign Classification Accuracy 89.96% (0.8996) Accuracy in recognizing normal activity is used to evaluate the balance between attack
detection and normal traffic.
F1-Score 0.9961 The harmonic mean of Precision and Recall. A very high value indicates an optimal
balance between accurate detection and minimal errors.
AUC (Area Under Curve) 0.949510 Indicates the model’s ability to distinguish between attacks and normal traffic. A value
close to 1 demonstrates excellent classification performance.
Accuracy (Overall) 0.992786 (99.28%)  Overall percentage of correct predictions. A near-perfect value shows the model’s strong

general performance.

Overall, these metrics indicate that the developed IF model is highly effective at detecting brute-force attacks in this web access
log dataset. The high detection rate is a primary strength, crucial in cybersecurity applications to minimize undetected attacks. The
relatively controlled False Positive rate is notable given the data volume and the complexity of traffic patterns. Several factors support
the effectiveness of IF for brute force detection in web access logs: IF operates by isolating outliers rather than modeling normal data.
Anomalies, such as repeated login attempts from the same IP within a short interval, are inherently easier and faster to isolate within
a random tree structure compared to normal data, which tends to cluster. Brute force patterns are intrinsically “isolated” from typical
user behavior. IF exhibits better time complexity than certain other anomaly detection algorithms when applied to high-dimensional,
large-volume datasets, which is particularly relevant for web access logs. IF does not require labeled attack data for training. This
is a significant advantage, as accurately obtaining labeled attack data can be highly challenging and time-consuming in real-world
scenarios.

3.5. Role of Feature Engineering

The feature engineering stage plays a crucial role in the model’s success. Engineered features, such as frequency per IP-
path pair, time differences between requests, fast attempt ratio, and login path indicator, directly capture behavioural characteristics
that distinguish brute force attacks from normal traffic. For example, brute force attacks tend to exhibit high ip_path_freq and
attempts_per_hour, low time_var and time_std, a high fast_attempt_ratio, and is_login_path set to True. These features enable IF
to isolate such anomalous patterns effectively. Feature standardization using StandardScaler ensures that all features contribute
proportionally to the isolation process, preventing features with large value ranges from disproportionately dominating. Consequently,
feature engineering not only improves model performance but also helps reduce false positives, as anomalous patterns become
more clearly separated from normal traffic. Additionally, selecting relevant features accelerates model training by focusing only
on important attributes. This process also opens the door to identifying new attack patterns in the future by introducing innovative
features as needed. Domain knowledge is particularly important at this stage to ensure that engineered features accurately reflect
real attack characteristics. With well-developed features, the IF model can be adapted to detect various types of attacks beyond brute
force through appropriate feature adjustments.

3.6. Comparison with Other Approaches

This study demonstrates that IF offers significant advantages over traditional detection methods. Test results indicate that IF
can detect attack patterns with high accuracy and efficiency, while also being more adaptive to the continuously evolving dynamics
of cyber threats. To clarify the contribution and positioning of this algorithm, a comparative analysis was conducted against several
commonly used intrusion detection system approaches.

Traditional methods, such as rule-based or threshold-based detection, remain widely used due to their simplicity and ease of
implementation. These systems typically operate based on explicit rules—for example, blocking an IP address if the number of failed
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login attempts exceeds a certain threshold within a specified time frame [33]. However, these approaches have several fundamental
limitations. First, they are static and non-adaptive, making it difficult to accommodate new attack patterns. Second, their sensitivity
to thresholds makes them prone to misclassification: False Positives may restrict legitimate users, while False Negatives allow actual
attacks to go undetected. Third, these methods are easily circumvented by attackers who adjust the speed or pattern of their attacks
to avoid detection thresholds. These conditions indicate that rule-based methods are no longer sufficient to address increasingly
dynamic and complex attack patterns.

IF algorithm offers a more adaptive, data-driven approach. Unlike traditional methods [9] that rely on fixed rules, IF automati-
cally learns the system’s normal behavior and identifies significant deviations as anomalies. This allows the model to detect unusual
activities, such as sudden spikes in login attempts from a single IP, without relying on manually defined thresholds. Its adaptive
capabilities make IF more effective at detecting new attacks or variants that lack signatures. Compared to signature-based detection,
IF demonstrates superior performance. Signature-based approaches detect attacks by matching known attack patterns, relying on
an up-to-date signature database [34-36]. Consequently, these systems cannot detect new or previously unknown attack variants,
making them inherently reactive. In contrast, IF is proactive, focusing on identifying abnormal behavior rather than matching specific
patterns. In other words, IF does not search for known attacks but detects deviations from normal data behavior, providing early
warnings for attacks without established signatures.

Beyond traditional and signature-based methods, unsupervised anomaly detection algorithms such as One-Class Support Vec-
tor Machine (OCSVM) and Local Outlier Factor (LOF) are also commonly used. However, both approaches face notable limitations
when applied to large-scale log data. OCSVM, as a distance-based algorithm, suffers from high computational complexity, mak-
ing it inefficient for large or high-dimensional datasets, as its training and inference processes require substantially more time and
resources. LOF performs well at detecting local anomalies in small to medium-sized datasets, but its effectiveness decreases sig-
nificantly when handling large, heterogeneous log data. In contrast, Isolation Forest (IF) offers superior efficiency due to its linear
computational complexity and its ability to rapidly isolate anomalies through random partitioning without relying on costly distance
calculations. The results of this study further reinforce the advantages of IF in anomaly detection: it demonstrates exceptional effi-
ciency when processing large-scale web access logs—here involving 1,831,989 benign and 5,126,052 brute-force entries; it achieves
strong performance metrics with a recall of 99.94%, precision of 99.29%, F1-score of 99.61%, and accuracy of 99.28%; and it can
be trained solely on normal data, removing the need for labeled attack samples, which are often scarce in real-world cybersecurity
environments.

3.7. Model Optimization

The model optimization process in this study focused on improving the accuracy of brute-force attack detection through two
main approaches: parameter tuning of the Isolation Forest (IF) algorithm and exploration of the Refined Isolation Forest (RIF)
method. Both approaches were developed using real web access log data collected from several server domains targeted by brute-
force attacks against the MariaDB authentication system. The IF model was trained on standardized, benign data to ensure equal
feature scales, preventing any single feature from dominating during isolation. Data preprocessing with StandardScaler plays a
crucial role in the optimization process, ensuring each feature has a mean of zero and a standard deviation of one. This normalization
effectively reduces bias against features with a wide range of values, allowing each feature to contribute proportionally to the distance
calculation during the isolation process. Furthermore, parameter tuning was conducted experimentally by adjusting model complexity
to the dataset’s size and variability until the optimal configuration was achieved. The final parameters used in this experiment are
summarized in Table 6.

Table 6. Optimal IF Parameters Used for Attack Detection

Parameter Value Description
n_estimators 175 Number of trees used to build the IF ensemble, providing a balance between prediction stability and computational time.
contamination 0.1 Assumes approximately 10% of the data are anomalies, consistent with the proportion of attacks in the preprocessed dataset.
max_samples ’auto’ Each tree is trained on a random subset of the data to maintain isolation diversity.
max_features 1.0 All features are used to capture IP behavior dimensions fully.
bootstrap FALSE The model does not use repeated sampling, improving memory efficiency.
random_state 6 Ensures reproducibility of experimental results.

In Figure 8, this study tested the Refined Isolation Forest (RIF) approach using two feature rotation schemes. The first scheme
applies Principal Component Analysis (PCA)-based rotation. At this stage, a rotation matrix is derived from the principal components
of the training data via a full PCA decomposition to ensure optimal feature representation. PCA-based rotation aims to transform
the original feature space into a new, more compact space, enabling more efficient anomaly isolation. This approach is expected to
improve the model’s ability to accurately separate benign and anomalous data patterns.
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Figure 8. RIF Using Principal Component Analysis (PCA)

The PCA component matrix serves as an orthogonal transformation that rotates the feature space along directions of maximum
variance. Mathematically, if the original data is X eR™*? and the PCA rotation matrix is R;e R?*?, the rotated data is obtained as

shown in Formula 1.

T
Xrotated = XR»L

ey

Since R; is orthogonal (R} R; = I), this transformation preserves the Euclidean distances between data points. This allows
anomalous patterns hidden in the original orientation to be more easily detected by the RIF model. Each IF instance in the ensemble
is trained with a single tree (n_estimators=1) on the rotated data, enabling diversification through rotation rather than data or feature
subsampling as in the standard implementation. Second, Gaussian Random Projection (GRP), as shown in Figure 9, was tested as an
alternative rotation scheme. GRP randomly rotates the feature space using a Gaussian rotation matrix, enabling isotropic exploration.
Random rotations can capture anomalous patterns that may remain hidden under both the original orientation and PCA rotation.
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Figure 9. RIF Using Gaussian Random Projection
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Evaluation showed that GRP achieved superior detection performance. Therefore, the final RIF implementation employs GRP
as the main rotation stage prior to isolation tree construction. This approach combines ensemble learning principles with geometric
transformations in the feature space, enhancing flexibility in detecting anomalies across diverse data distributions. Table 7 shows a
significant difference between IF and RIF.

Table 7. Significant Differences Between IF and RIF

Aspect

Standard Isolation Forest (IF)

Rotated Isolation Forest (RIF)

Remarks / Implications

Working Principle

Theoretical Difference

Performs random splits on each fea-
ture (axis-aligned). Anomalies that
are far from normal clusters become
isolated more quickly.

More efficient and optimal when
the engineered features can al-
ready separate normal and anoma-
lous data clearly.

Rotates the feature space (using
PCA or Gaussian Random Projec-
tion) before building isolation trees,
allowing splits to occur along new
orientations rather than only the
original axes.

Theoretically superior for high-
dimensional data with strongly cor-
related features, as rotation can un-
cover anomaly patterns missed by

Rotation aims to detect hidden anomalies that may not
be visible in the original axis-aligned space.

The theoretical advantage of RIF does not appear
when the dataset has low dimensionality and weak
feature correlations.

axis-aligned splits.
Recall: 99.44%

Precision: 99.29%
F1-Score: 99.36%
Accuracy: 98.81%

Recall: 99.94%

Precision: 99.29%
F1-Score: 99.61%
Accuracy: 99.28%

Standard IF slightly outperforms RIF in recall,
F1-score, and accuracy. Rotation does not
yield a meaningful improvement.

Experimental Results

AUC: 0.9495 AUC: 0.9473
Explanation of Non- - Features are highly discriminative - Feature rotation adds no new in-
(e.g., login frequency, time inter-  formation.
vals, fast attempt ratios).
Significant Difference - Data dimensionality is moderate - Does not reveal additional Both models perform excellently; however, the per-

and feature correlations are weak. anomaly structures since existing
features already provide strong

separation.

formance gap is statistically insignificant.

- More efficient in computation and
easier to deploy in production.
Practically more effective for brute-
force detection on MariaDB due to
already well-engineered features.

Conclusion Does not provide a significant per-

formance gain on this dataset.

A noticeable difference would only emerge in high-
dimensional, highly correlated, or more complex
datasets.

Experimental results indicate that IF parameter tuning yields very high performance, with a Recall of 99.94%, F1-Score of
99.61%, and overall Accuracy of 99.28%. In contrast, the RIF model with random projection achieved a Recall of 99.44% and
an Accuracy of 98.81%, slightly lower than the standard IF. Detailed analysis shows that the temporal and frequency features used
are already highly discriminative, so the benefit of random rotation is not yet significant. Another possibility is that the Gaussian
transformation does not optimally map the feature space to orientations that facilitate anomaly isolation. The comparative results
contribute theoretically by clarifying that the practical effectiveness of feature rotation in IF models depends on the nature of the
dataset. For well-engineered, moderately dimensional data, standard IF is sufficient and more efficient. The study thus refines the
understanding of IF model selection and optimization in cybersecurity anomaly detection.

3.8. Limitations and Areas for Improvement

Despite achieving high detection performance, the models developed in this study still face several important limitations that
warrant careful consideration. The effectiveness of both IF and RIF is strongly influenced by hyperparameter tuning, particularly
the number of estimators and the contamination rate, and suboptimal configurations can disrupt the balance between precision and
recall, ultimately reducing detection quality. Model reliability is also shaped by the quality of data labeling and manual validation,
as heuristic labeling practices and inconsistent data quality may introduce bias into both the training and evaluation processes.
Another crucial challenge lies in determining appropriate anomaly score thresholds; thresholds that are set too high or too low
can lead to excessive false positives or false negatives, limiting the practical applicability of the models in operational environments.
Interpreting these numerical scores demands sufficient domain knowledge to ensure that decisions align with broader security policies
and organizational needs. Furthermore, because the study is based on MariaDB log data with feature engineering tailored specifically
to that environment, the findings may not be directly transferable to other database platforms or network settings without additional
validation. Although the IF model performs strongly on the evaluated dataset, its resilience against future, evolving attack patterns and
novel threats remains uncertain, suggesting the need for future work on adaptive feature design and dynamic thresholding strategies.
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Finally, the study underscores the necessity for stricter validation of heuristic labels and more rigorous data validation procedures, as
limited validation may undermine scientific rigor and reduce the reproducibility of the research.

4. CONCLUSION

Based on the experimental results and discussions presented, it can be concluded that IF parameter optimization delivers very
high performance in brute-force attack detection, as reflected by a Recall of 99.94%, an F1-Score of 99.61%, and an overall Accuracy
of 99.28%. These values demonstrate that the IF model almost always identifies brute force patterns with excellent sensitivity to
normal data.

Meanwhile, the RIF approach incorporating Gaussian Random Projection achieved a Recall of 99.44% and an Accuracy of
98.81%, slightly lower than those of the standard IF model. The addition of random rotation in RIF shows potential for altering the
feature space structure but has not significantly enhanced detection performance in this study. This suggests that the temporal and
frequency features used are already highly effective in discriminating between normal and anomalous activity.

Nevertheless, the study also highlights important limitations, including the need for stricter validation of heuristic labels,
the model’s sensitivity to the quality of the training data, and the importance of selecting anomaly score thresholds aligned with
business and security contexts. Therefore, developing an effective anomaly detection system requires a systematic approach, layered
validation, and deep domain understanding to ensure detection results can be optimally integrated into organizational security policies.
Recommendations for future research include exploring more robust data validation techniques, developing more adaptive features,
and implementing dynamic thresholds based on anomaly score distributions to enhance overall system reliability.
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