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Enhancing the performance of supervised learning algorithms through feature and hyperparameter
testing remains challenging for users, particularly when detecting computer network intrusions. There
are opportunities to assess whether a supervised learning algorithm performs optimally, depending on
the number of features and the choice of hyperparameters. The purpose of this research is to enhance
the network intrusion detection performance of three supervised learning algorithms, namely Support
Vector Machine (SVM), eXtreme Gradient Boosting, and Random Forest, by using the Mutual In-
formation feature selection approach and hyperparameter tuning. Mutual Information measures the
dependency of features on the target. Features with high values are the most informative. Hyper-
parameters are not learned from the data; they are set before training begins. Hyperparameters are
selected in accordance with the requirements of the three algorithms via iterative training and testing
on the NSL-KDD dataset. The dataset was split into 80:20, 70:30, and 60:40. The results showed that
the fifteen features with the highest mutual information were identified and trained on the data using
appropriate hyperparameters. By splitting the data in an 80:20 ratio, the accuracy of Support Vector
Machine reached its maximum, increasing from 90% to 98%, whereas eXtreme Gradient Boosting
and Random Forest reached their maximum, increasing from 97% and 98% to 100%, respectively.
The study’s findings advance our understanding of how algorithm performance depends on feature
and hyperparameter selection.
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1. INTRODUCTION

One of the most important factors in the sustainable growth of nations, businesses, and organizations is the quick advancement
of computer, communication, and network technology [1]. Given increased dependence, network availability and integrity must be
maintained through enhanced security measures. Computer network security is increasingly important because computer networks
are vital to many human operations. Given that computer networks are used for the majority of corporate processes and transactions,
a strong security layer is required to safeguard the constant flow of data and information [2]. Cyber threats are becoming more
sophisticated and increasingly difficult to detect in this era of digital connectivity. Cyberattacks can harm an organization’s brand,
interrupt services, and result in large financial losses. An efficient network intrusion detection system (NIDS) is therefore essential.
Expert systems are the main component of traditional IDSs. Existing assault patterns are manually extracted from data records and
kept in accordance with predetermined guidelines.

One promising approach to developing NIDS is to use machine learning techniques, particularly supervised learning. Prior
studies have shown the enormous potential of supervised learning techniques in identifying different kinds of cyberattacks as seen in
Figure 1 [3]. An NIDS often uses an interface in promiscuous mode to function as a sniffer, analyzing network traffic purely without
the use of host-specific information (such as memory use, processing, and interfaces) [4]. This type of system usually operates with
one or more sensors on the network and a monitoring station. Using a dataset with selected features and fixed hyperparameters, this
study aims to assess how well supervised learning algorithms perform in identifying intrusions in computer networks. The algorithms
that are employed are Support Vector Machine (SVM), eXtreme Gradient Boosting (XGBoost), and Random Forest (RF).

Intrusion Detection System (IDS)
\ 4 \ 4
Deployment Method based IDS Detection Method based IDS
v v Y
Host based IDS Network based IDS Signature based IDS ‘“‘"",‘:";‘ﬁ' ’l‘;';_:""“
4

Machine Learning / Deep Learning Models

Figure 1. IDS classification

SVM has been applied to computer network intrusion detection in numerous studies. In study [5], the firework algorithm was
used to choose parameters and feature subsets, which improved SVM accuracy by 2.99%. Other research [6], SVM was used to
identify social media infiltration instances. Other research that addressed syn assaults using the XGBoost method [7]. The researcher
employed different datasets, specifically the CICDDo0S2019 dataset. The final model demonstrated that syn incursions may be
accurately detected using XGBoost. Another popular method for identifying network issues is the RF algorithm. RF used radio
frequency (RF) to create an online network intrusion detection system that has a 98% accuracy rate [8]. This online model effectively
created trust that RF can identify intrusions more precisely in practical settings. Research by [9] further demonstrates the accuracy of
RF in intrusion detection because RF performs admirably on CIC-IDS 2017 data. Additionally, because it concentrates on prominent
features, the RF model can be further optimized by employing feature reduction techniques like the Principal Component Analysis
(PCA) to identify network issues [10].

Some explanations of the previous research showed that the algorithm’s performance can be impacted by the quantity of fea-
tures in data. The classification technique employs feature selection, such as Mutual Information (MI) and hyperparameters, to
optimize model formation. MI was chosen because the results of its feature selection had a more positive impact on improvement
compared to others, such as p-test, chi-square, t-test, and handcrafted features [11]. In a study [12], MI achieved an SVM model
accuracy of 65.63% by selecting 100 features with the highest MI values that had a good correlation with the target variable. Ad-
ditionally, MI was utilized to choose the data features that were employed in the boosting model [13]. After choosing five features
from the diabetes dataset with the greatest MI values, it was demonstrated that the XGBoost method generated a model accuracy of
up to 71.86% [14]. In order to enhance the performance of the hybrid Random Forest model, MI chose up to 60% of the features in
the birth pattern dataset [14]. Numerous studies have demonstrated that the model’s performance is affected by the selected features.
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Along with the application of hyperparameters. According to [15], hyperparameters are integral to machine learning, as they
are essential for optimizing models produced by machine learning algorithms. Initially, hyperparameters are used in training. When a
model overfits, it performs exceptionally well on the training data but fails to generalize to new data due to inaccurate hyperparameter
selection [16]. Hyperparameters are determinable for every algorithm [17]. Hyperparameters can change the Random Forest model’s
accuracy by 0.15%, from 96.23% t0 96.37% [? ]. The hyperparameters employed are max_depth (8), max_features (sqrt), n_estimators
(240), min_sample_split (2), and min_sample_leaf (2). In addition, the accuracy of the model generated by the SVM algorithm using
hyperparameters kernel type (linear, polynomial, sigmoid), C parameter (3, 10, 50), and degree parameter (1, 2, 3) that are applied
to four different kinds of datasets was studied [18]. As it happens, the accuracy of the generated SVM models varies across datasets;
some show an increase in accuracy, whereas others show a decrease. The model’s accuracy on a single dataset was increased to 99%
by tuning hyperparameters to specific values. However, using the same hyperparameters can also yield low accuracy, ranging from
54% to 73.63%, on a different dataset.

Based on earlier studies, the SVM, XGBoost, and RF algorithms’ model accuracy was generally increased when MI and
hyperparameter selection were applied to datasets other than network intrusion. This enables evaluation of how effectively the three
tested algorithms identify network problems given specific characteristics and hyperparameters. The precision of the final model is
anticipated to support user justifications for employing a supervised learning approach. Technically, this research has contributed to
the selection of an appropriate supervised learning algorithm for identifying the associated computer network infiltration problem,
while scientifically, it focuses on accuracy.

2.  RESEARCH METHOD
2.1. SVM Algorithm

Information security has also used SVM for intrusion detection. Because of its strong generalization capabilities and capacity
to overcome the curse of dimensionality, SVM has emerged as a preferred tool for anomalous intrusion detection [19]. Due to its
ability to generalize effectively with kernel methods, even under conditions of limited training samples in high-dimensional spaces,
SVM is also advantageous for employing structural risk minimization to achieve a global minimum of the true risk. Because real-
time intrusion detection is crucial, one of the primary benefits of employing SVM for IDS is its speed. Because the classification
complexity is independent of the feature space dimensionality, SVMs scale better and learn a wider range of patterns. When a new
pattern emerges during classification, SVMs can also dynamically update the training patterns. Figure 2 illustrates how this works
[20].

Figure 2 describes the classification workflow using a support vector machine, which begins by tuning the model parameters,
followed by inputting the raw dataset into the system 19. Then, based on the best-tuned parameters, the data will be processed to
identify the data point closest to the hyperplane and to calculate the margin between a sample and other sample types.
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Figure 2. SVM algorithm
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2.2. XGBoost Algorithm

In research [21], it was proven that XGBoost is the best supervised algorithm in detecting intrusions, with a very low log
loss value on the validation set of 0.009, and a log loss for the test set of 0.011, after 5-fold cross-validation, and with a minimum
training time of 30 minutes on such a huge dataset. According to research comparing different classification and regression methods
for network detection, XGBoost is quick, effective, and very accurate [10]. Figure 3 is described XGBoost algorithm. XGBoost
sequentially builds an ensemble of decision trees, with each new tree correcting errors from the previous one. It uses advanced
optimization techniques and regularization methods that reduce overfitting and improve model performance [22]. In addition, the
performance of XGBoost can be improved by combining grid search [23].

Input: Features & Train Label |

|
v

| Dataset with Selected Features |
v

| Define a set of Hyperparameters ]

I XGBoost Modelling with Cross Validation l Modelling Phase
v

| Best Model with Best Hyperparameters |
¥

| Output: Probabilities of values |
v

Figure 3. XGBoost algorithm

2.3. RF Algorithm

RF is a supervised learning algorithm for classification and regression [24]. The trees formed in an RF run in parallel. There
is no interaction between these trees during tree construction. An illustration of the RF algorithm, as defined, is shown in Figure 4.
The RF model begins by tuning the optimal RF parameters on the research data, then building a Decision Tree model and selecting a
random subset of the training data via the Bootstrap step. The Decision Tree continues the next process; the results of the process will
be selected, whether the node has a tree depth that has been fulfilled, and the node has produced the smallest gini index value [25]. If
not, the Decision Tree is used to determine the next separator node; once it is satisfied, the model prediction error is calculated, and
the RF process is complete. The RF technique is also capable of generating the optimum classification model for computer network
intrusion detection. Using two distinct datasets—the eCICIDS-2017 dataset and the CICMalDroid2020 dataset—research by Iftikhar
[26] and Mohammed Tarek [27] together showed that the RF method performed best in detecting network intrusions, achieving an
accuracy of 99.8%.
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Figure 4. RF algorithm
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2.4. Mutual Information (MI)

An effective selection technique that gauges the correlation between variables is MI [28]. In this study, the MI results indicate
high mutual information, indicating that changes in feature values are strongly associated with changes in the target variable. These
features provide significant information about the target and may be important predictors for models trained using SVM, XGBoost,
and RF. In intrusion detection frameworks, applying MI can help identify attributes with high information value and relevance to
attack classification. This aims to improve model performance.

2.5. Hyperparameter

Hyperparameter tuning is crucial for optimizing the performance and generalization of machine learning (ML) models. The
process of determining the optimal hyperparameter configuration to achieve the best performance of an ML model is known as
hyperparameter tuning [29]. This process is crucial because hyperparameters control the learning process and model structure, such
as the learning rate, the number of neurons in an artificial neural network, or the kernel size in a support vector machine, which
directly impact its performance. Hyperparameters are set before training and require careful selection. According to Justus [17],
hyperparameter adjustment can enhance the generalization and performance of the model.

2.6. Research Approach

Preprocessing steps and model visualization for the three algorithms employed in this study are among the tasks required.
The research approach in question is as Figure 5. Data processing begins with dataset preparation. The data used is the NSL-KDD
dataset, an improved version of the KDD Cup 99 dataset, which includes categorical features. The NSL-KDD dataset was obtained
from the Kaggle website and comprises 42 features. Preprocessing stages were implemented to ensure data validity, including feature
selection based on mutual information (MI). According to research [27], this selection approach can rank the features by identifying
the dependencies between pairs of features. Thus, the MI’s ranking of the most significant features has been chosen. The MI identifies
irrelevant features based on dependencies and sorts them by feature importance. Furthermore, the data set with the selected features
was trained using the SVM, XGBoost, and RF algorithms with a splitting data of 80:20, 70:30, and 60:40. Hyperparameters were
determined for each algorithm to ensure performance improvements. The training results in a model, which is then evaluated using a
confusion matrix and the area under the receiver operating characteristic curve (AUC).
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Figure 5. Research approach

2.7. Evaluation Model

The performance of the classification model in this research was evaluated using two methods: the confusion matrix and
the Receiver Operating Characteristic (ROC) curve. A confusion matrix is often used in ML projects to see the performance of
classification models in recognizing test data and sample data [29]. A confusion matrix provides detailed information about the
model’s errors and simplifies the analysis of model performance. Another performance evaluation model is the ROC. ROC is an
ML operation that serves to evaluate the performance of classification models in binary and multiclass cases [30]. The ROC curve

Enhancement of Supervised . . . (Deny Jollyta)



268 O ISSN: 2476-9843

generated during the ROC process represents the classification model’s performance in distinguishing between object classes. The
ROC curve connects coordinate points using ”1-specificity” (false positive rate) as the x-axis and sensitivity as the y-axis for all
boundary values measured from the test results [31].

3. RESULT AND ANALYSIS
3.1. Preprocessing Stages

A total of 125,600 data points were used in this research. To produce more accurate and reliable models and easily interpretable
visualizations, the data must be cleansed to better identify patterns, trends, and anomalies. Data cleaning involves ensuring that data
are free of missing or null values. Figure 6 shows that no data are missing for any feature. Data cleaning was also performed to
identify any duplicate data.

duration [:]

protocol_type [:]

cervice a num_access_files 8
flag a rus_outbound_cmds e
src_bytes 8 is_host_login 8
dst_bytes 8 is_guest_legin =]
land ) count -]
wrong_fragment ] srv_count @
urgent %] serror_rate =]
hot a srv_serror_rate a8
num_failed_logins [:] rerror_rate -]
logged in -] srv_rerror_rate a
num_compromised a same_srv_rate =]
root_shell a diff_srv_rate =]
su_attempted [} srv_diff_host_rate ]
nue_root 8 dst_host_count ]
nue_file_creations ] dst_host_srv_count ]
num_shells a dst_host_same_srv_rate a

Figure 6. Data cleaning

Next preprocessing is encoding. The encoding process in this preprocessing process converts categorical data such as pro-
tocol_type, service, flag, and attack into numeric representations. This transformation allows the supervised learning algorithm to
identify more complex patterns in the data and produce more accurate models. Figure 7 shows the encoding process in question using
one-hot encoding.

cat_features = df.select_dtypes(include='object’).columns
cat_features

Index( [ protocol_type’, "service®, 'flag’, 'attack'], dtype='object')

from sklearn import preprocessing
le=preprocessing.LabelEncoder()
clm=[ ‘protocol_type’', ‘service', ‘'flag', "attack’
for x in clm:

df[x]=1le.fit_transform(df[x])

Figure 7. Transforming categorical data into numerical data

3.2. Feature Selection

The primary objectives of feature selection are to enhance model performance, reduce model complexity, and facilitate interpre-
tation of results. A feature selection technique based on mutual information was applied to identify the features that most contribute
to attack detection. Features such as flag, logged_in, serror_rate, and srv_serror_rate showed strong correlations with attacks in the
NSL-KDD dataset. A total of 42 features were used in the dataset. The fifteen features with the highest scores were selected based
on the selection results, and they were subsequently processed to create the desired model. They are duration, protocol_type, ser-
vice, flag, src_bytes, dst_bytes, wrong_fragment, hot, logged_in, num_compromised, count, srv_count, serror_rate, srv_serror_rate, and
rerror_rate. The outcomes of feature selection utilizing mutual information are displayed in Figure 8.
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Figure 8. Feature selection results using mutual information

3.3. Training Data Set

A dataset was chosen for this study based on 15 features using MI. The following shows the training results with an 80:20 data
split and trained both before and after hyperparameters. This was done to evaluate if the algorithm’s ability to generate models had
improved in any way. The accuracy of the models built by the SVM, XGBoost and RF algorithms before using hyperparameters was
0.90 (90%), 0.97 (97%), and 0.98 (98%), respectively. The dataset was then trained using the hyperparameters and values for each
algorithm that were given. Each algorithm’s hyperparameters are displayed in Figure 9.

SVM Algorithm XGBoost Algorithm RF Algorithm
poram_grid = { .
i - - param_grid_rf = {
param_grid_svm = { n_estimators™: (5, 64, 108, 128], s T ce R co i 2o )
e :8-1, 1, 18], "max_depth*: (2, 3, 4, 5, 6], ‘max_depth” 2,
‘kernel: ['linear', 'rbf'l, “learning_rate": [6.81, £.63, 0.05, B.1], ‘min_sample
. i el L *subsample™! (0.5, 0.8], ‘min_samples_.
' gamma' : ['scale’, 'auto’] “colsample_bytree”: (8.5, 0.8] ‘max_features' ;
} )

Figure 9. Algorithm hyperparameter

Figure 9 shows that each method has a distinct number of hyperparameters. SVM employs three hyperparameters, whereas
XGBoost and RF use five. The purpose of these hyperparameters is to enhance the algorithm’s ability to generate models using 15
specific dataset attributes. For each hyperparameter, a range of values is tested, and the hyperparameters that increase model accuracy
are selected. Following dataset processing, the source code that achieves the optimal accuracy for each algorithm, using the specified

hyperparameters, is shown in Figures 10, 11, and 12.

Fitting 5 folds for each of 12 candidates, totalling ce fits
Best SvM Params: {'C": 1, 'gamma‘: ‘scale’, ‘kernel': 'rbf"}
Best SVM Score: @.578540@628378321

Figure 10. Hyperparameter result of the SVM algorithm

Fitting 5 folds for each of 320 candidates, toctalling 16e0 fits
Best params: {'colsample bytree': 0.8, 'learning rate': @.1, 'max_depth': &, 'n_estimators: 128, 'subsample': .8}
Best score: ©.9982359282749724

Figure 11. Hyperparameter result of the XGBoost algorithm

Fitting 5 folds for each of 48 candidates, totalling 2¢@ fits
Best RF Params: {'max_depth': None, ‘max_features': 'sqrt’, 'min_samples_leaf': 1, 'min_samples_split': 2, ‘n_estimators': 128}
Best RF Score: ©.9984564339424954

Figure 12. Hyperparameter result of RF algorithm
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Figure 10 shows that the training data are divided into 5 subsets (folds), with the SVM model trained on 4 subsets and tested
on the remaining 1 subset. This process is repeated 5 times, so each subset is used as test data once. The SVM hyperparameters
produce 12 candidates from the combinations shown in Figure 9, where C has 3 values (0.1, 1, and 10), kernel has 2 values (linear
and RBF), and gamma has 2 values (scale and auto). All values are combined to produce 12 candidates, so the model is trained and
tested 5-fold x 12 candidates = 60 times. Similar to SVM, XGBoost uses the same training data division and data training procedure.
For XGBoost, the training data distribution and training process are the same as for SVM. However, the number of hyperparameters
and their respective values are different, resulting in 320 candidates, so the model is trained and tested 5-fold x 320 candidates =
1600 times, as shown in Figure 11. This also applies to the RF algorithm. Figure 12 showed that the model is trained and tested 5
folds x 48 candidates = 240 times.

3.4. Model Evaluation

After the hyperparameter calculation procedure is completed, the model with the highest accuracy will be displayed for each
algorithm. After that, the model is evaluated using an AUC curve and a confusion matrix. The confusion matrix and AUC curve for
model evaluation are shown in Figures 13, 14, and 15. The SVM model’s accuracy is 0.98 (98%), whereas the models produced by
the XGBoost and RF algorithms achieve 1 (100%) accuracy, including precision, recall, and F1-score. When the model is trained
and evaluated on both the training and test data, the outcomes remain the same. After tuning hyperparameters, the model’s accuracy
improves relative to its pre-tuning accuracy. This study demonstrates that the algorithm’s performance is also influenced by the
dataset’s conditions, including features and hyperparameter settings. The accuracy of the final model is influenced by the quantity
of features chosen during MI. The 15 features with the highest values were selected. To ensure that all three algorithms perform
optimally, the use of appropriate hyperparameters further enhances performance.

RocCurveDisplay. from_estimator(SVM_model, X_test, y_test);

10
eval metric(SVM_model, X_train, y_train, X_test, y_test) [
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Figure 13. SVM evaluation results

RocCurveDisplay. from_estimator (RF_model, X_test, y_test);

eval_metric(RF_model, X_train, y_train, X_test, y_test)
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weighted avg 1.00 1.0 1.ee 12598 0.4
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Figure 14. XGBoost evaluation result
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RocCurveDisplay. from_estimator(XG8_model, X_test, y_test);

10

eval metric(XGB_model, X_train, y_train, X_test, y_test)
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Figure 15. RF evaluation result

To evaluate the model’s accuracy before and after hyperparameter tuning, the same dataset was additionally trained using 70:30
and 60:40 data splits. The evaluation results are shown in Tables 1 and 2. Table 1 contains the full accuracy results in percentage.
Although the hyperparameters had not yet been established, Table 1 shows that the three algorithms effectively produced models.
Every algorithm could generate a model with at least 90% accuracy. For instance, with an 80:20 data split, the RF algorithm’s
accuracy was close to 100%. Across all data splits, each model’s accuracy increased when hyperparameters were tuned during
training.

Table 1. Model’s Accuracy Before Hyperparameter

Splitting Data  SVM Algorithm  XGBoost Algorithm  RF Algorithm

80:20:00 90% 97% 98%
70:30:00 88% 95% 97%
60:40:00 87% 94% 96%

Table 2. Model’s Accuracy Result After Hyperparameter

Splitting Data ~ SVM Algorithm  XGBoost Algorithm  RF Algorithm

80:20:00 98% 100% 100%
70:30:00 98% 98% 99%
60:40:00 97% 97% 98%

Table 2 presents the model accuracy results after hyperparameter tuning. Table 2 indicates a notable rise in the SVM algorithm.
For the SVM model, the hyperparameters C=10, kernel=rbf, and gamma=scale yielded the highest accuracy. Although SVM’s accu-
racy increased with hyperparameter tuning, it remained lower than that of RF and XGBoost. This may be caused by several factors,
including improper hyperparameter selection, the algorithm’s capacity to handle features, and SVM’s limitations when processing
NSL-KDD categorical data. The models produced by the XGBoost and RF algorithms were accurate. This indicates that the models
detected intrusions with a very high degree of accuracy overall. It also showed that the models had understood the underlying patterns
in the data and were able to generalize them well.

4. CONCLUSION

This research has successfully answered the research problem in detecting network intrusions. It has been demonstrated that
applying MI and selecting appropriate hyperparameters improves the accuracy of network intrusion detection. The use of MI helps
select features relevant to intrusion conditions. This simplifies and accelerates the model generation process for all three algorithms.
The use of hyperparameters can also prevent overfitting in algorithms that implement boosting techniques. The results show that the
top-performing models were generated by the RF and XGBoost algorithms. These findings indicate that the three algorithms can be
implemented to build an adaptive and accurate intrusion detection system. The research provides practical guidance for developing
ML-based IDSs. Future research on data splitting could explore other datasets, such as real-time datasets, and apply techniques like
transfer learning to improve model generalization.
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