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ABSTRACT

Information security issues commonly arise in a company and institution, including those in Univer-
sity. Some of the threats and attacks are unauthorized access, system user accountability, and logical
and physical issues. This study reveals the obedience rate of the information security principle in Uni-
versitas Amikom Purwokerto and provides a recovery strategy. The domains being used were APO13,
DSS5, and MEA3. The researcher employed a descriptive quantitative method by having documen-
tation, interview, and administering a questionnaire to the respondents. The respondents were 83
employees who got selected by using the purposive sampling technique. The result shows that the
capability level is in level 3, known as the established process. It means that the employees have
applied the current procedure, even though they have not applied information security management.
The proposed refinement strategy emphasizes the security policy, classification and asset management,
physics and environment security, and business continuity management. The gap can be fixed by im-
plementing the proposed refinement strategy. Future researchers may evaluate obedience based on the
identified variables by keeping the standard in mind.
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1. INTRODUCTION
Information is one of the most valuable assets for an organization because it is a strategic resource to increase the business

value [1]. Any information could be collected, managed, and disseminated in documents, printed and electronic. While doing that
information, we should pay attention to its security, including its confidentiality, integrity, and availability. These aspects have a
prominent role in increasing excellence, image, and organizations that have important assets.

Informatio n security protection aims to prevent losses for the sustainability of the agency or organization activities carried out
by all participating parties. The organization is expected to have control over many policies and procedures to ensure these objectives.
Several technical steps should be applied supported by the right management policies and procedures [1][2]. Universitas Amikom
Purwokerto should also carry out its implementations.

Universitas Amikom Purwokerto is a private university that applies various information technologies to support daily activities.
However, it is still in the air whether the security has protected the use of information technology. According to the ten elements of
information security, that university can get the problem of security threats. It is caused by several events, like a misuse of an internet
user account to an unauthorized access system. In addition, from the aspect of asset classification and control, the responsibilities of
the that university are still unclear. A smart system that the administrator from the study program uses can also be accessed by the
administrator of academic administration for the same rights. As a result, information leakage possibly happens if there is no control
for its usage.

Moreover, in communication and operation management, security gaps have arisen because there is no Disaster Recovery Plan
to deal with the predicted trouble. Server down is one of the mostly-faced trouble when the students fill study plans in their accounts.
In the aspect of physical and environmental security, no longer-used important documents in the form of hard copy that are no longer
used are not automatically destroyed. It makes the document could be easily found by others and potentially used by the abuser.
In contrast, according to [3], The computer administrator should control access allowance to the site. Referring to the 10 elements
of information security [1] Amikom University Purwokerto ideally should be able to implement all the existing elements so that
business processes run well. However, some of them are not suitable. It causes problems to be encountered, including the possibility
of unauthorized access or information security gaps that can arise due to the lack of an appropriate information security management.

Universitas Amikom Purwokerto currently made policies for the operation, including the procedure of information system
deletion, institutional data storage, and Mikrotik login registration. These procedures contain information security aspects that have
been obeyed by employees, one of them is to keep account confidentiality. Nevertheless, the procedures have not been able to protect
the information. No steps are explaining the procedure to secure the data. None also the steps explaining the solution that could
be taken when the employees or the third parties do a violation. This case is still in planning. ’Planning’ means that the policies
are still in consideration and examination to apply the standard of ISO 27001:2013 or ISO 27002 using the modeling standard from
SANS.org. Information leakage came as the result of minimum alertness.

According to [4], security is important in information systems, especially in protecting confidential matters; and storing and
managing existing information assets. The application of a security system is aimed to overcome the technical and non-technical
problems and obstacles that can affect the system performance [5]. Information security is a must to keep the system from being
threatened [6]. According to Farida and Rahajeng in [7], security is important since it deals with information accuracy. If the
unexpected user could access the information, it could be untrustworthy because of some possible changes. Higher education is one
of the institutions that provide services to the community. Any information should be given to the students, employees, and other
parties if needed [7]. In giving this service, the utilization of information technology is increase. It could give better efficiency and
effectiveness [8]. Security issues affect the control mechanism in protecting the computer networks from abusers. This is because the
ease of information access could make it less accurate due to possible changes [6].

COBIT belongs to the information technology control framework for enterprises [9]. In COBIT 5, some domains are used
to standardize measurement, like Evaluate, Direct, and Monitor (EDM), Align, Plan, and Organise (APO), Build, Acquire, and,
implement (BAI), Deliver, Service, and Support (DSS), Monitor, Evaluate, and Assess (MEA). COBIT 5 [10] can evaluate the state
of the information technology and give a solution as the result of evaluation dealing with compliance capability on the basic principles
of information security.

Several researchers with various specific objectives have carried out research using COBIT. In research [7], COBIT analyzes
information security with CMMI (Capability Maturity Model Index) method. The purposive sampling technique is involved in
selecting the respondents. Another research was conducted by [11]. COBIT 5 is applied to audit the information system security
using the APO13 (Manage Security) to protect it from security issues. Research [12] uses COBIT 5 to create an operational procedure
collaborating with ITIL V3 to measure the Problem Management of information technology using DSS5.3 (Manage Problems).
COBIT 5 is also used by [13] as the standard to measure information security governance using the DSS5 (Manage Security Service)
domain. COBIT 5 is used by [14] to compare three aspects of information security using the DSS5 (Manage Security Services)
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domain and NIST SP 800-55 framework. COBIT 5 has also been used by [15] to evaluate information security governance in
collaboration with APO13 dan DSS5 domains. COBIT 5 is also used to analyze the results of the ”smart prodi” system performance
using the Delone Mclean approach [16]. Other researchers use COBIT 5 to measure the governance of a company with a calculation
model referring to ISO/IEC 15504 [17].

This recent study chooses APO13, DSS5, and MEA3 as the appropriate domains to measure the information security compli-
ance of the research object. APO13 dan DSS5 contains information security management guidelines to analyze the existing security
services. MEA3 contains guidelines that are used to evaluate the result of the test. The use of the MEA3 domain is also expected to
follow up the previous studies about APO13 dan DSS5 domains.

This research refines the previous research by integrating the APO13, DSS5, and MEA3 domains. This can be make the evalu-
ation results, namely the improvement strategy provided will be an appropriate solution to overcome the problems that arise. APO13
provides an overview as a reference domain in making an information security policy or procedure. DSS5 provides an overview as
a reference domain for the implementation of information security services in both physical and digital forms. Meanwhile, MEA3
provides an overview as a reference domain for making evaluation results in accordance with problems that arise, monitoring, and
assessing compliance with what has been made, used, and carried out, especially within the Amikom University Purwokerto. In
addition, the improvement strategy provided will refer to 3 principles of information security which are translated into 10 aspects
according to Indrajit with the aim of obtaining specific and targeted results.

Evaluation is carried out to solve the problems due to information security risks, like cost overruns, suboptimal use of assets,
and improper maintenance of infrastructure [18]. Seeing the results of previous studies , the previous studies has proven that infor-
mation security is still worthy of being the topic of analysis, especially in the awareness attitude towards data security. The purpose
of this study is to obtain the correct measurement results in terms of information security. It is expected that the upcoming strategies
can be taken into consideration in policymaking. The policies aim to strengthen information security and minimize the risks that
possibly arise in the future due to information security threats and business attacks.

2. RESEARCH METHOD

2.1. Method of Data Collection

The method of data collection are documentation studies, interview, and questionnaire. Documentation studies are conducted
to have an understanding of documents containing the information of procedure, policies, and rules in the information security
of Universitas Amikom Purwokerto. Unstructured interviews are conducted by doing the direct questions and answers with the
interviewees. They are the Head of UPT Pengembangan Laboratorium dan Teknologi (PLT) and the Head of Lembaga Penjaminan
Mutu (LPM). Questionnaires are distributed with the consideration of the purposive sampling technique. This technique has been
used in research [19] because not all populations are suited to the criterion. The participant should be employees and users of
information technology. The question is given to participants correspond to their roles and responsibilities. Meanwhile, RACI Chart
is used to select the participants of the questionnaire. RACI Chart [20] shows the distinctive roles among the participants related to
its Responsibility, Accountability, Consultation, dan Information to the main activities. In addition, RACI Chart is also used to give a
picture of the process of Assessment Maturity Level so that the interview is right on the target. Responsible, Accountable, Consulted,
and Informed are the four aspects used to select the corresponding and competent respondents. The collected data is presented in
table 1, entitle Key Management Practice.

Table 1. Key Management Practice

Variable
RACI Chart

Responsible Accountable Consulted Informed
Chief Executive Officer 2 - 2 1
Head IT Operation 9 - 3 1
Business Process Owners 3 - 1 -
Compliance 2 1 11 -

Based on table 1, Key Management Practice has the highest score at the responsible and consulted levels compared to the other
levels. The respondents are the Chief Executive Officer, that is General Chair; the Head of IT Operations, that is the Head of UPT
PLT; Business Process Owners, the Head of LPPM. And the Compliance, that is a general employee.
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2.2. Method of data Analysis

A statistical test is done using a measurement scale. There is also a test of validity and data reliability. The Likert scale is used
to measure the interval data. This scale has a range value from positive to negative by giving a score from 1 to 5. The Likert scale has
been used by the previous researcher [21] to make a questionnaire for analyzing the level of distribution assets management using
COBIT 5 and other frameworks. A validity test is done to check the application of the statistical test in measuring the overall data.
The validity test is done by seeing the correlation of Bivariate Pearson (Product Moment Pearson). A question could be categorized
as valid if the correlation of its coefficient ( r ) is counted to geq the correlation coefficient ( r ). The correlation coefficient (r)
constant table is examined using a two-tailed test method with a level of significance (α = 0.05). A reliability test is done by giving a
questionnaire to see its consistency. Consistency means that it could be used several times. The test uses Cronbach’s Alpha. It could
be said as reliable if it has a good reputation with the scores 0.7 and 0.8.

2.3. Gap Analysis

In this research, gap analysis is conducted to find out the distance between the interview results, in this case are the actual
value and the value of expectations (value of expectations that have been determined). Gap analysis also becomes the reference tool
to make recommendations. The recommendations are emphasized on control objectives that have the highest gap values. Thus, the
recommendations can be a solution to the problems that arise.

2.4. Research flow

The flow of the research is presented in figure 1. The research is divided into four steps. This research is started with the
identification of problems. Then, the scope of research is decided. Data collection is conducted by reading the documents, doing
interviews, and distributing the questionnaire. The interviewees are IT staff and employees who work with data security. The last
step in data collection is distributing a questionnaire based on the domain of the employee. Data analysis begins with arranging the
result of the actual value of employee compliance level. Analysis of the interview result is also conducted to estimate the expected
value of compliance level. The last step on data analysis is doing gap analysis dealing with the actual value and the expected value of
compliance level. The last overall step in this research is started by giving the improvement strategy plan based on the result of the
analysis. The conclusion and suggestion are also delivered to the next research.

Figure 1. Research Flow
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3. RESULT AND ANALYSIS
3.1. Analysis of Current Condition

Information technology is currently regulated and managed by UPT (PLT) and is supervised by (LPPM) or LPM (Lembaga
Penjaminan Mutu) to maintain its quality. There is a regulation about the implementation procedure of information technology usage.
The procedure can be seen on table 2.

Table 2. Key Management Practice

No Quality Procedure
1 The quality procedure of email registration for students, lecturers, employees, students’ activity unit, and work unit.
2 The quality procedure of information system integration.
3 The quality procedure of data security, application, and data complaint.
4 The quality procedure of institutional data storage.
5 The procedure of network installation.
6 Procedure for the implementation of computer laboratory practicum.
7 Procedure for the work instruction of MikroTik login registration.

Based on the operational procedure presented in table 2, it could be said that there is no policy for the procedure of data
security. According to [1], the findings is mapped into ten aspects of information security such as in Security Policyaspect, the policy
that is stated on operational procedure has not declared about the data security organization. In security organization, employees
awareness of data security on using information technology has not been evaluated yet. In assets qualification and control, the
ownership of assets related to the information technology used cannot be determined specifically. In personal security, Universitas
Amikom Purwokerto does not have a special scheme to monitor the new or existing employees to prevent the risk of information
leakage. In the other side on physical and environmental security, the university does not have a special room as the computer center
that can only be accessed by certain parties. The workspace of the information technology division still unites with other divisions
so that unauthorized access possibly happens. Also in communication and operation management, Disaster Recovery Plan has not
been arranged by the university. In access controls aspect, the control of access is still minimum and unprotected from computer
network hacking. In system development and maintenance, the required information security has not been completed. Negligence by
the employees in maintaining information confidentiality, information availability, and data agency integrity possibly happens. For
business continuity managements aspect, there are no implementation and development of business continuity to prevent and reduce
the potential risks. And for the suitability, the existing operational procedure does not contain legal aspects that can be implemented
to the violation done by the employees dealing with information security. The legal aspect can be arranged to regulate criminal law,
civil law, legislation, and obligation as agreed.

3.2. Data Analysis
The data analysis is divided into several steps such as validity test, reliability test, and analysis of capabilities Level based on

the result of the questionnaire. The questionnaire is distributed to 83 respondents based on the RACI chart in COBIT 5 domains,
which are APO13, DSS5, dan MEA3. In validity test, The distributed questionnaire consists of 86 statements coming from three
domains. If the r count for each statement is greater than r in the table and the value of r is positive, then the statement is valid. Based
on the analysis, the statements used to measure employee’s Compliance with data security policies have coefficiency greater than r
on the table. R on the table is 0,2159 with n = 83 and = 0,05. It can be concluded that the statements are valid. In reliability test,
results coming from the reliability test are presented in table 3 and table 4.

Table 3. Result of case processing summary

Case processing summary
N %

Case Valid 83 100
Excludeda 0 0

Total 83 100

Table 3 shows that the output case processing summary of 83 respondents was all well observed. It is illustrated in the Excluded
value which is declared to be 0. The output case processing summary also explains that there are no missing samples. Based on the
results in table 3, the data can be executed with statistical calculations according to the needs of the researcher.
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Table 4. Result of Reliability Test

Reliability Statistics
Cronbach’s Alpha N of item

0,989 86

Table 4 shows that Cronbach’s Alpha value is 0,989, which is good and reliable. This reliability test tested 86 question items
contained in the questionnaire. Based on the theory proposed by [22], Cronbach’s alpha value of more than 0,6 is good. It means that
the statement items from the questionnaire results are very good and reliable

In analysis of capabilities level, questionnaire results presented information od the actual value for each domain. Here are the
descriptions of APO13s domain. The domain contain an overview as a reference domain in making an information security policy or
procedure. The actual value of capabilities level in the APO13 domain can be seen in table 5.

Table 5. Actual value of capability level in APO 13 domain

Statements APO13 (Manage Security) Value
APO13.01
Establish and maintain an ISMS

3,47

APO13.02
Define and manage an information security risk treatment plan

3,39

APO13.03
Monitor and review the ISMS

3,32

Average of Capability Level 3,39

Based on table 5, the actual value of capability is 3,39. The value is positioned at level 3, that is, Established Process. At this
level, Universitas Amikom Purwokerto has made the operational procedure for information technology organization. Yet, the standard
of operations is under the Information Security Management System. Management of information security risk plan, the procedure
of data security, and the Control of Information Security Management System have not been established. This condition causes the
university to have no policies for the steps of securing data. The use of information technology depends on usage procedures without
any specific limitation to protect their assets.

The second domain is DSS5. The domain DSS5 contain an overview as a reference domain for the implementation of infor-
mation security services in both physical and digital forms. The result of the actual value from the level of capability in the DSS5
domain is presented in table 6.

Table 6. Actual value of capability level in DSS 5 domain

Statements DSS5 (Manage Security Services) Value
DSS05.01

3,39
Protect against malware
DSS05.02

3,46
Manage network and connectivity security
DSS05.03 3,38
Manage endpoint security
DSS05.04

3,58
Manage user identity and logical access
DSS05.05

3,56
Manage physical access to IT assets
DSS05.06

3,35
Manage sensitive documents and output devices
DSS05.07

3,25
Monitor the infrastructure for security-related events
Average of Capability Level 3,39

Based on the information presented in table 6, the actual value of capability level 3,39. It can be categorized into level 3, that
is, Established Process. Universitas Amikom Purwokerto has made an operational standard in this level, as seen in table 2 but still
not specifically related to data security policies and their control of the process. They saw the management if physical access to
information technology assets, the computer center room should be separated in one room. The management of sensitive document
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and output devices is still neglected. They have no awareness to clear desk dan clear screen on each room to protect the document
from the unexpected parties. The operational procedure does not contain the specific regulation to protect the systems from malware
and secure the network and connectivity. There is no punishment for the potential violations.

The third domain is MEA3. The domain MEA3 contain an overview as a reference domain for making evaluation results in
accordance with problems that arise, monitoring, and assessing compliance with what has been made, used, and carried out, especially
within to the university. The test result of capability level using the MEA3 domain is presented in table 7.

Table 7. Actual value of capability level in MEA domain

Statements MEA3 (Monitor, Evaluate and Assess Compliance with External Requirements) Value
MEA03.01

3,35
Identify external compliance requirement
MEA03.02

3,4
Optimize response to external requirements
MEA03.03 3,38
Confirm External Compliance
MEA03.04

3,32
Obtain assurance of external Compliance
Average of Capability Level 3,36

Based on table 7, the actual value of capability level is positioned at 3,36. It belongs to level 3, which is the Established Process.
At this level, Universitas Amikom Purwokerto has made an operational procedure for information system deletion, institutional data
storage, and MikroTik login registration. Nevertheless, the procedure does not state how to protect information technology assets
like the Disaster Recovery Plan or Business Continuity Plan as recovery steps. The result of measurement toward Capability Level
of employee compliance in securing each domain’s data is seen in table 8.

Table 8. Capability Level

Domain Value
APO 13 3,39
DSS 5 3,39
MEA 3
Average Capability Level

3,36
3,38

The result of measurement for capability level is 3,38, and it belongs to level 3, namely Established Process. In general, Uni-
versitas Amikom Purwokerto has made an operational standard in this level but procedure does not state how to protect information
technology assets.

3.3. Analysis of Expected Condition
In general, it can be concluded that university has a plan to make a policy using the standard of ISO 27001:2013 and ISO

27002. The existing operational procedure can be revised by adding some statements related to risk management. It is also expected
that the procedure contains the regulation to improve the monitoring and evaluation considering the policy issued. The upcoming
policies will include user policy, its policy, general policy, dan partner policy.
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Figure 2. Current Value (as-is) of Employee Compliance Level

3.4. Gap Analysis
Gap analysis is obtained by the assessment evaluated before and after the measurement using COBIT 5 framework. In general,

there are some possibilities such as some employees of Universitas Amikom Purwokerto comply with the basic principles of infor-
mation security because they already know about it. The other side, some employees comply with the basic principle of informstion
security because they already know and have run the operational procedure. But, some employees in the university do not comply
with the basic principle of information security. And some employess do not comply with the basic principles of information security
because they do not know about it, and X has not made any policy relates to information security. The gap value per subdomain is
presented in table 9.

Table 9. Gap value per domain

Domain Level of expected value Level of actual value Level of gap value
APO13.01 4 3,47 0,53
APO13.02 4 3,39 0,61
APO13.03 4 3,32 0,68
DSS05.01. 4 3,39 0,61
DSS05.02 4 3,46 0,54
DSS05.03 4 3,38 0,62
DSS05.04 4 3,58 0,42
DSS05.05 4 3,36 0,64
DSS05.06 4 3,35 0,65
DSS05.07 4 3,25 0,75
MEA03.01 4 3,35 0,65
MEA03.02 4 3,4 0,6
MEA03.03 4 3,38 0,62
MEA03.03 4 3,32 0,68
MEA03.04 4 3,47 0,53

Based on table 9, it can be concluded that the smallest gap value is on sub-domain DSS5.4 (Manage user identity and logical
access), which is 0,42. It means management and control have run and almost close to the expected value. On the contrary, the
greatest gap value is on sub-domain DSS5.7 (Monitor the infrastructure for security-related events), which is 0,75. It means that
employee’s Compliance and Awareness of X should be improved. The overall gap level is counted based on the average of every
domain. The results are shown in Table 10.

Table 10. Overall gap level

Domain Level of expected value Level of actual value Level of gap value
APO 13 4 3,47 0,53
DSS 5 4 3,39 0,61
MEA 3 4 3,32 0,68

Average of gap level 0,62
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As presented in table 9, the greatest gap value found in APO 13.03 is 0.67, DSS05.07 is 0.75, and MEA03.04 is 0.68. The
gap occurs between information security policy, both from an internal and external factor. The policy of securing data do not cover
the basic principle of information security, although some principle quality procedure has been defined. In general, the average gap
value is 0,62, with the highest gap value is on MEA3. It contains information security policy related to its policy, rules, procedure,
and regulation from several aspects. The findings of capability level findings are expected to help the employees as the information
technology users understand the rules, procedures, and regulations for securing data to protect personal and institutional assets.

3.5. Refinement strategies
Some refinement strategies are proposed by several aspects such as the security policy, procedure making of information assets

security is classified based on security, like user policy, policy, general policy, and partner policy. In security policy, PLT or the
division makes a regular periodical schedule for controlling and monitoring information technology usage. In assets classification
and control, UPT PLT evaluates and competes the quality procedure coordinated with other division that relates to control system. In
personal security, UPT PLT compiles procedures for user responsibilities specifically. In physical and environmental security, UPT
PLT proposes physical security, that is demanding a particular computer room. Also in communication and operation management,
Universitas Amikom Purwokerto builds Disaster Recovery. In access control, UPT PLT designs a procedure containing the rules for
user id, password management, access level, and responsibilities. And then in system development and maintenance, Universitas
Amikom Purwokerto has proposed a team as controller, user, and tester to examine the controlling procedure. In business continuity
management, the university must implements Business Continuity Planning, including a Disaster Recovery Plan. And in suitabilitys
aspect, the university have to collaborates with legal institutions to obtain information and suggestion in compiling the regulations of
information technology management and violation or abuse to the assets.

4. CONCLUSION
The study reveals the conditions based on the result of assessment before and after measurements. The overall domain shows

that the capability level is 3.38, positioned at level 3, an established process. This research has several improvement strategies that
refer to the information security aspect and are compiled based on the results of field findings and statistical analysis that not many
researchers have discussed in detail the recommendations given. Refinement strategy is proposed based on the highest gap value to
be implemented in information security aspects, such as security policy, assets control, classifications, physical and environmental
security, and business continuity management. This research can be said to have not been maximized because the improvement
strategies provided have not achieved technical results such as making blue prints or designs for each of the existing strategies that
are related to the continuity of ongoing business processes. Further research can be done using NIST 800-34 Rev 1 or ISO 22301
related to Disaster Recovery Plan and Business Continuity Plan.
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