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Abstract-

Background: Gun storage security is an important aspect of supporting operations, but manual monitoring often hinders

the effectiveness and accuracy of gun storage data management.

Objective: This study aims to optimize the gun storage security monitoring system with web-based technology to

improve the effectiveness and accuracy of the database.

Methods: This study used the development of a web server-based system integrated with real-time monitoring features,

automatic notifications, and cloud-based data storage to facilitate data access and tracking.

Result: This study’s results include creating a system that can improve the accuracy and responsiveness of gun storage

monitoring and the efficiency of database management.

Conclusion: Implementing this web-based system has the potential to reduce security risks and significantly increase the

effectiveness of monitoring gun storage.
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1. INTRODUCTION

The security of gun storage systems is a critical need, especially in ensuring secure and integrated access.

Manual surveillance that relies on administrators is prone to slow response constraints and is at risk when the

network or server experiences disruptions. When a server malfunctions or is disconnected, the administrator’s

ability to remotely access the system is also limited, hindering quick recovery against disruptions. Therefore,

there is a need for a monitoring system that can automatically detect and inform threats to gun storage to

minimize risks and speed up recovery response. This will speed up the process of fault suppression and system

recovery [1]. Previous studies have developed various web-based security monitoring methods for surveillance and

access security. One approach that has been applied is using automatic notifications on web-based monitoring

systems to speed up identifying intrusions. GPS-based monitoring has also been applied to real-time tracking

on various mobile devices and other security applications. The increase in site requests causes the webserver

to be busy answering requests from clients, and the web server may be unable to serve client requests [2].

The ownership of air guns and airsoft gun weapons are purchased through online shopping or by individuals

[3]. Research [4] developed a web-based application to facilitate nutrition monitoring. Research [5] developed

a web-based application to facilitate monitoring Electric vehicle sales. Research [6] developed a web-based

application to facilitate monitoring sales of Unilever goods.
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However, there is a gap that has not been resolved by previous research, namely the lack of approaches

focused on optimizing security monitoring systems specifically for handgun storage with real-time tracking

and notification features and efficient data integration. There is a need for a system that provides automatic

notifications and ensures a well-managed database to maintain data integrity in emergencies. Here, multiple

servers collaborate to offer data and services to multiple clients [7]. In implementing a web, a login process is

required [8]. Defense and security play an important role in the life of a country. Weapon system development is

an integral element that aims to ensure the reliability and effectiveness of defense [9]. The difference between

this research and the previous one is developing a web-based monitoring system specifically for gun storage

security, emphasizing optimizing database efficiency and real-time response to disturbances. To prove that the

web built can respond in real-time to intrusions, the research results can focus on measuring the effectiveness of

two main aspects, namely real-time system responsiveness to intrusions and optimization of database efficiency,

to obtain comprehensive evidence. The system is designed to provide accurate and fast information regarding

storage conditions, with automatic notification features integrated with cloud technology to support real-time

data accessibility. People who are always busy with daily tasks also want to ensure that their possessions are

safe [10]. The Bekang Corps is one part of the Indonesian Army (TNI AD), which is tasked with managing

logistics and transportation, providing food, equipment, and fuel, as well as providing transportation for Army

personnel [11]. With its ability to provide accurate geographic coordinates in real time, GPS is also used in

related technologies such as smartphones, tracking devices, and security applications [12]. The main goal of

Smart Precision Livestock Farming (SPLF) is to improve production efficiency by applying advanced information

and communication technology (ICT) [13].

This research aims to design and optimize a web-based gun storage security monitoring system to improve

the effectiveness of database management. It contributes to providing a system that strengthens gun storage

security and enables more efficient monitoring. This is expected to help in more reliable inventory management

and provide better security for handgun storage, making it useful in developing web-based security systems in

the defense field.

2. RESEARCH METHOD

Figure 1 shows the steps in developing a web server-based pistol storage security monitoring system; the

system development steps are carried out using the waterfall method. The following are the stages carried

out using the waterfall method. Requirements Analysis is a stage that includes data collection to identify the

functional and non-functional requirements of the security monitoring system. This system aims to improve gun

storage security through web server-based monitoring and database effectiveness. The functional requirements

analysis of the developed application includes (1) Handgun storage status monitoring; (2) Security Notification

by providing automatic notifications when abnormal conditions occur, such as unauthorized access or detection of

unregistered fingerprints; (3) Integration with the database that allows automatic recording and storage of access

data on the database, which can be accessed at any time for audit or analysis purposes; (4) User authentication

with a fingerprint sensor to authenticate access to the storage, ensuring only registered users can access it; (5)

Access history reports that can be downloaded by users for security documentation or analysis. The analysis

of non-functional needs in this research includes (1) One unit of HP laptop to run the web server application;

(2) Arduino ESP32 module as a micro-controller connected to the sensor and database; (3) Fingerprint sensor

for user authentication; (4) Arduino IDE application for programming and setting up Arduino ESP32; (5)

Platform-based web server compatible with ESP32 module to run the monitoring application; (6) Database

management system (DBMS) for database creation.
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Figure 1. Application Development Flow with Waterfall Method

The second step is system design to design a web server-based security monitoring system, which includes

various diagrams describing user interactions, activity flows, and database structures. This design aims to

implement the system properly and meet the predetermined functional and non-functional needs. The third step

is coding, which includes selecting the appropriate programming language for the web server-based application.

The last step is testing, ensuring that all web server-based security monitoring application features function

according to the planned specifications. This testing stage consists of functional testing using the blackbox

testing method. Blackbox testing aims to verify each function in the application without checking the internal

code.

3. RESULT AND DISCUSSION

The findings of this study are that the web server-based pistol storage security monitoring system was

successfully optimized to increase the effectiveness of the database. Testing is the next step after the construction

of the planned tool is completed, which serves to understand the features of each tool function as a whole [7].

The results of this study are supported by previous research that shows the importance of database optimization

in web server-based monitoring systems [14]. Previous research states that improving database performance

directly impacts the speed of access and system response, thereby maximizing the optimal performance of the

monitoring system. A web server can track users in real time to see who is borrowing and returning weapons.

Documenting the borrowing and returning of weapons is the idea of a web server system to make it easier for

users and armory owners. User data information is stored when registering. After that, log in to have access to

borrow weapons. Figure 2 shows the login menu on the monitor screen asking the user to provide (a username

and password), and upon confirmation, new access will be granted.

Figure 2. Login Menu Display

Figure 3 is an activity monitoring history page that helps the system manager track user activity and

identify security breaches. This page includes user ID information to help users know when to pick up and

return weapons. Figure 4 displays the availability of the available gun. Figure 5 shows that the gun is not

available or in use.
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Figure 3. Real Time View of User Activity Monitoring History

Figure 4. Menu Display When the Gun is Available

Figure 5. Weapon Menu Display When Unavailable

In this research, fingerprint testing is part of a security system on a web server-based pistol storage. The

test was conducted to assess the accuracy and effectiveness of the system in recognizing fingerprints under

various conditions. The number of respondents involved in the test was 30 personnel with various backgrounds

and physical conditions. Each respondent was asked to scan fingerprints in six trials with different fingerprint

conditions: clean, wet/moist, dirty from dust, wrinkled, dirty from soil, and fake. A system that is accurate when

detecting fingerprints can be shown in the test results. If the system verifies it and the fingerprint is successful,
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the test result must be “Match.” However, if the fingerprint is damp, matted, or even fake, the system definitely

cannot identify it, and the test result can be recorded as “No.” Table 1 shows the data collection and testing.

Table 1. Fingerprint Test Results
No. Fingerprint Conditions Test Results

1 Clean fingerprint Match
2 Wet/moist fingerprint No

3 Dirty due to dust fingerprint No
4 Wrinkled fingerprint No

5 Dirty due to soil fingerprint No

6 Fake fingerprint No

Table 1 shows the test findings, which include the fingerprint reading time for the web-based weapon

storage security monitoring system. With an average read time of 3.4 seconds for dirty fingers and 2.5 seconds

for clean fingers for data analysis to validate the system’s performance. The analysis that followed the testing

revealed a comprehensive monitoring and assessment procedure for an integrated weapons storage security

system within the Army. This procedure includes requirements identification, system design, data analysis,

threat follow-up, and evaluation. The study guarantees a high level of protection and quick reaction to any

threats. Table 2 shows the results of fingerprint testing with 30 respondents with “Clean Fingerprints” condition.

A total of 150 scans were performed, resulting in 143 successful identifications and an accuracy of 95%.

Table 2. Fingerprint Test Results of 30 Respondents

No.
Fingerprint

Conditions

Number of

Respondents

Trial per

Respondent

Total

Scan

Successfully

Identified
Fails Accuracy (%)

1 Clean fingerprint 30 5 150 143 7 95

2 Dirty fingerprint 30 5 150 TBD TBD TBD
3 Dusty fingerprint 30 5 150 TBD TBD TBD

When identifying clean fingerprints, the system showed an accuracy of 95%. How to obtain 95% accuracy:

This accuracy was obtained through testing on clean fingerprints, with a success rate of 95% of the total trials.

Out of 150 scans (30 respondents × 5 trials), the system recognized clean fingerprints 143 times and failed 7

times. The accuracy percentage is calculated as follows:

Accuracy =
Number of Successes

Trial Total
× 100% =

143

150
× 100% = 95.33%

4. CONCLUSION

Based on tests and observations of the tools and systems that have been made, it can be concluded that

optimizing the weapon storage security monitoring system is very effective in supporting the management of the

arsenal. This system is designed to record the entry and exit of weapons in real time with high accuracy and

speed. Implementing this system makes it easier for warehouse guards to monitor the status and whereabouts

of weapons in real time, thereby reducing the risk of error or loss. The system also records detailed data

on members who borrow and return weapons to track usage history clearly and efficiently. In addition, the

automatic notification feature provides information quickly if suspicious activity is detected, thereby increasing

security. Thus, the system speeds up administrative processes at the armory and significantly enhances security,

providing a sense of security for both managers and authorized weapon users.
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