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ABSTRACT

This research identified critical network anomalies in the MetaRouter virtual environment, focusing
on Internet Protocol (IP) activity related to routers, networks, and client devices. Suspicious interac-
tions were observed between IP 192.168.1.100 (router) and IP 172.16.205.53 (client), including reused
Transmission Control Protocol (TCP) port numbers and incomplete synchronize (SYN) sessions, indi-
cating potential spoofing attempts. Invalid route information involving 192.168.1.100 highlights ma-
licious modifications to the routing table, indicating an attempt to manipulate the routing information.
Packet inconsistencies, such as “TCP Previous segment not captured” and “Spurious Retransmission,”
revealed interference between the client and router, possibly caused by an external attacker exploiting
network protocol vulnerabilities. This research aims to analyze threats in virtual lab networks using
live forensic methods on MetaRouter to detect anomalies, focusing on Border Gateway Protocol (BGP)
and TCP deviations in MetaRouter. This research method is a controlled prototype experimental setup
in a virtual laboratory consisting of two routers and two client devices. This method simulates real-
world network operations to identify malicious activities. Wireshark is used for real-time packet-level
monitoring and analysis because it has powerful visualization and filtering capabilities, surpassing
tools like tcpdump. This research integrates live forensic techniques to collect and analyze routing
logs, packet data, and protocol behavior. The results of this research are the identification of suspi-
cious behaviors, such as reused TCP port numbers, incomplete SYN sessions, and unauthorized route
announcements, indicating potential spoofing and BGP hijacking attempts. Packet data irregulari-
ties, including “Out-Of-Order” messages and abrupt session terminations, are also detected, revealing
disruptions in traffic flow caused by malicious activities. The results of this research highlight the
effectiveness of the forensic framework in identifying and documenting network anomalies in virtual
environments, which have significant implications for improving security in cloud-based and hybrid
networks. This research provides a scalable and replicable methodology that can improve real-time
anomaly detection and response, paving the way for future advances in network security.
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1. INTRODUCTION
The adoption of virtualization technology has significantly increased in recent years [1]. Virtualization enables a single physi-

cal server to host multiple virtual machines, maximizing the utilization of physical resources such as CPU, RAM, and storage. This
allows multiple applications or operating systems to run on a single physical server. By leveraging virtualization, organizations
can reduce the number of physical servers required, lower maintenance costs, save physical space, and improve energy efficiency
[2]. Cybersecurity threats have become increasingly sophisticated, necessitating robust and adaptable defense mechanisms. Conven-
tional risk discovery and examination strategies regularly drop brief in tending to energetic and determined assaults. Cyberattacks
expanding complexity and recurrence require inventive devices and techniques to secure organized situations. To bridge this gap,
virtualized environments like MetaRouter offer a controlled and replicable platform for studying cybersecurity threats and responses.
By leveraging live forensic methods within such virtual lab networks, cybersecurity professionals can gain deeper insights into the
behavior of threats and refine their strategies for mitigating them. Virtual labs provide a controlled setting for security professionals
to analyze, detect, and mitigate threats effectively without risking production systems. Within the setting of improvement and testing,
virtualization innovation can give disconnected situations, viably making virtual research facilities. This enables development teams
to build and test applications without the need for additional physical infrastructure [3, 4]. One of the primary threats to such en-
vironments is network attacks, which can compromise data integrity, confidentiality, and availability. The Border Gateway Protocol
(BGP) is utilized in the MetaRouter network to manage routing information exchange between routers. BGP is a routing protocol
that exchanges routing information between autonomous systems (AS) on the internet or private networks. It is integral to internet
infrastructure and is crucial in determining the best path for transmitting data between AS. BGP is commonly used by Internet Service
Providers (ISPs) and large organizations to manage Internet traffic [5]. BGP’s role in MetaRouter-based virtual networks highlights
its importance in maintaining reliable and efficient communication across complex topologies. However, BGP is not without its
vulnerabilities. Misconfigurations, route hijacking, and man-in-the-middle attacks are some of the threats that can exploit BGP’s
weaknesses. Analyzing these vulnerabilities within a virtual lab environment helps organizations develop robust strategies to secure
their networks and enhance overall resilience. Live forensics is a critical aspect of modern cybersecurity investigations. Unlike
traditional forensic methods, which rely on post-incident static data analysis, live forensics involves capturing volatile and dynamic
information from running systems. This includes memory dumps, process activity, network traffic, and other ephemeral data that
may disappear once the system is powered down. Live forensics is particularly valuable for analyzing ongoing attacks, providing
real-time insights into attacker behavior and system vulnerabilities. By integrating live forensic methods into MetaRouter-based vir-
tual networks, cybersecurity professionals can uncover hidden threats, analyze attack vectors, and devise effective countermeasures.
This approach enhances security teams’ detection and response capabilities and fosters a deeper understanding of the evolving threat
landscape. Furthermore, virtual labs powered by MetaRouter offer unparalleled scalability and flexibility. Organizations can design
and deploy complex network topologies. These studies’ primary focus is improving security, identifying cyber threats, and creating
replicable test environments. The following is a summary of the main studies, which can be seen in Table 1.

Table 1. State of The Art

Researcher(s) Subject Object of Study Protocols Data Collection Data Analysis Outcome

[6, 7] Forensic Analysis
on Routers

Routers ICMP Observations,
Documentation

Data Validation Enhanced attacker
tracing methods and
router security.

[8–10] Enhancing Foren-
sics on Servers

Servers BGP, HTTP(S), TCP Volatile & non-
volatile data col-
lection

AI-based anomaly
detection

Scalable and au-
tomated forensic
solutions for server
security.

[7, 11] Network Forensics
Identification

Network Infras-
tructure

ICMP, ARP Snort IDS, Packet
Headers

Attack Lifecycle
Analysis

Structured method-
ologies for network
attack detection and
documentation.

[12, 13] Traffic Analysis in
Virtual Routers

Virtual Routers BGP, OSPF Wireshark Traffic Anomaly
Detection

Insights into virtual
routing dynamics and
enhanced forensic
methods.
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Researcher(s) Subject Object of Study Protocols Data Collection Data Analysis Outcome

[14, 15] ARP Protocol
Forensics

ARP Protocol
Behavior

ARP Ettercap, ARP-
Watch

Anomaly Detection
Models

Improved detection
and mitigation of
ARP-based attacks.

[16–18] Live Memory
Analysis

Memory Snap-
shots

- Memory Snap-
shot Tools

Volatile Data Anal-
ysis

Enhanced methods for
leveraging live mem-
ory in forensics.

[12, 19, 20] Machine Learning
in Traffic Patterns

Network Traffic ARP, BGP Traffic Logs ML Algorithms Automated detection
of network threats
through traffic pattern
recognition.

[21] Cloud-Based
Forensics

Cloud Environ-
ments

ICMP, TCP, ARP Cloud-Native
Tools

Scalable Analysis Forensic scalability
and efficiency in
cloud platforms.

[12, 22, 23] SDN Forensics Software-Defined
Networks

BGP, OSPF Centralized Mon-
itoring

Routing Path Anal-
ysis

Streamlined security
approaches in SDN
architecture.

[24, 25] Hybrid Network
Forensics

Physical & Vir-
tual Routers

Mixed Protocols Packet Captures
(tcpdump)

Traffic Analysis Comprehensive foren-
sic strategies for hy-
brid network environ-
ments.

The difference between this study and previous studies is its focus on applying live forensic methodologies specifically designed
for virtualized MetaRouter environments. While previous studies have emphasized forensic methodologies for physical routers
[8–10], server environments [7, 11], and ARP-related attacks [16–18], this study uniquely integrates real-time traffic analysis and
protocol-specific anomalies such as TCP port reuse, synchronize (SYN) session manipulation, and BGP hijacking. Unlike studies that
use generic anomaly detection systems [21], this study uses Wireshark for live forensic data collection in a virtual lab environment
designed to simulate realistic network traffic dynamics. Additionally, this study explores the interactions between routers and clients
in a virtual environment, addressing unique challenges in virtualized network security that have not been explored in the existing
literature. This study aims to improve the security and forensic capabilities of virtualized environments by identifying anomalies
in routing behavior and packet data, primarily focusing on BGP anomalies and TCP-based irregularities. By leveraging tools such
as Wireshark, this study aims to provide a replicable framework for detecting and documenting malicious activity, specifically in
virtualized MetaRouter systems. This study contributes to the development of network forensics by advancing methodologies for
live anomaly detection and real-time response in virtualized networks, which aligns with the broader goal of improving security in
cloud-based and hybrid infrastructures. The contribution of this study are twofold. First, this study provides a practical framework
for real-time forensic analysis in virtualized environments, bridging the gap between traditional forensic approaches and the needs of
modern virtualized systems. Second, this study offers actionable insights for network administrators and cybersecurity professionals,
including improved routing anomaly detection, enhanced BGP session stability, and robust defense mechanisms against potential
hijacking attempts. By addressing the research gaps identified in studies [14, 15], and [12, 19, 20, 22, 23] this study paves the way
for future advances in securing virtualized networks and hybrid cloud environments.

2. RESEARCH METHOD
Network forensic analysis in Virtual Computer Lab using Metarouter involves investigating digital footprints, log data, and

network information to identify, analyze, and understand security incidents or suspicious activities. This study used action research,
which is shown in Figure 1.
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Figure 1. Research Flow

The problem identification stage is the initial stage of the research, namely by determining the problem or practical issue that
needs to be addressed in a particular context by reviewing articles that lead to the title and results of previous research. The articles
that have been collected will be discussed with the research team to determine what tools and materials will be used. The action
planning stage is the stage of planning the actions to be implemented or the network infrastructure planning stage to address the
identified problems, which includes preparing tools and materials and then conducting discussions to achieve research objectives.
The discussion results will determine the tools and materials to be used, which will be tested before moving on to the next stage.
Testing of tools and materials ends with a report and test documentation. The implementation and observation stages are the actions
in carrying out the steps that have been set in the research flow and documenting the actions. It is important to discuss the network
topology to be used in the research because this stage is the preparation stage of the forensic environment so that the next steps can be
arranged neatly. Implementing a virtual router using Metarouter can be hampered if the network topology has not been determined.
The same thing will happen to the BGP routing configuration. Each implementation step will be documented and reported at the final
stage. The analysis stage is the final stage of the research conducted by the researcher, namely providing internet access to the virtual
lab network that has been created. The research team discussion will be carried out regarding the forensic analysis that will be carried
out on the virtual LAB computer network that has been built. The analysis stage involves determining the relevant data sources,
including log files, network records, and memory snapshots. At the analysis stage, researchers will collect digital evidence related to
the state of memory during the incident and network logs to look for signs of attack. Analysis of signs of an attack can be done by
identifying suspicious activity in network log data. However, a network forensic tool is needed if this is unsuccessful in collecting
evidence. All stages in the analysis stage will be documented and reported at the end of the analysis stage to obtain a complete report
based on the established research flow. The diagram in the research action flow described in the study can be seen in Figure 2. The
stages in the diagram encompass the entire process, from data collection to analysis, decision-making, and documentation, in the
network forensic research conducted in a virtual laboratory using MetaRouter.

International Journal of Engineering and Computer Science Applications (IJECSA)
Vol. 4, No. 1, March 2025: 1 – 12

https://issn.brin.go.id/terbit/detail/20220302371326105


International Journal of Engineering and Computer Science Applications (IJECSA) 5

Figure 2. Action Research Flow

Figure 2 shows a flowchart that illustrates the process with several stages, decisions, and branching paths. Based on the
research title description, this diagram represents the research flow of “Network Forensic Analysis in a Virtual Computer Lab Using
MetaRouter,” specifically the steps in action research. Start is the starting point of the research or investigation process. Data
refers to the data collection or identification stage required for analysis, such as network logs, MetaRouter configuration, or memory
snapshots. The decision represents the decision-making stage, where the collected data is evaluated to determine whether it is
sufficient to proceed or if additional actions are required. Configuration involves configuring the network topology and implementing
BGP on the MetaRouter to prepare the forensic environment. The process represents various stages in the research process, such as
the implementation of the research steps, observation of network activities, collection of digital evidence, and analysis of log data
and suspicious activities. The end is the final stage, summarizing the analysis and research findings, resulting in comprehensive
documentation and a forensic report.

3. RESULT AND ANALYSIS
The findings clearly demonstrate that network anomalies, such as suspicious communication patterns, session manipulation,

and route inconsistencies, are indicative of potential malicious activities. The results of this research are in line with previous research
in the field of network security and attack detection. For example, the detection of TCP Port Reuse as a suspicious communication
pattern is consistent with the findings of [6] and [7], which emphasizes the use of reused port numbers as an indicator of potential
spoofing or unauthorized session activity. Similarly, the observation of SYN Floods and Session Manipulation, characterized by the
transmission of SYN flags without a valid session completion, corroborates the findings in [18] where SYN floods were identified as
a tactic to flood network resources or bypass security controls. The detection of Unauthorized Route Announcements, characterized
by messages such as “Ignored Unknown Record” and sudden RST, ACK packets, supports previous studies such as [17], which
highlights this anomaly as an important indicator of routing table manipulation and malicious route advertisements. Furthermore, this
study identified Packet Data Anomalies, including “TCP Previous segment not captured” and “Out-Of-Order” packets, which were
also documented in [24] and [25] as signs of disrupted traffic flow caused by potential packet injection or interception attacks. Lastly,
the identification of BGP Hijacking Attempts in this study, evidenced by sudden RST packets, ACK anomalies, and Out-Of-Order
patterns, is consistent with research by [12], which shows how such behavior often accompanies deliberate attempts to manipulate
or hijack BGP sessions, leading to traffic redirection or denial of service. This comparison shows a strong correlation between the

International Journal of Engineering and Computer Science Applications (IJECSA)



6 ISSN: 2828-5611

findings of this study and the existing literature, further validating the anomalies detected. Consistency with previous studies not only
strengthens the credibility of this study but also highlights the need for continued refinement of detection and mitigation strategies for
network threats in virtualized environments. The research results are summarized as shown in Table 2. Figure 3 simulates a network
traffic attack involving communication between a web server, router, and client over the Internet.

Table 2. A Comparison of This Research’s Findings

Anomaly/Threat Current Research Previous Studies
TCP Port Reuse Detected suspicious communication patterns [6, 7]
SYN Flood / Session Manipulation SYN flags without valid session completions [18]
Unauthorized Route Announcements ”Ignored Unknown Record” and RST, ACK messages [17]
Packet Data Anomalies ”TCP Previous segment not captured” and ”Out-Of-Order” [24, 25]
BGP Hijacking Attempts Sudden RST, ACK packets, and Out-Of-Order patterns [12]

Figure 3. Simulation of a Prototype Network Malicious Traffic

Figure 3 is the diagram depicts a network traffic simulation involving communication between a web server, a router, and a
client over the Internet. The web server acts as the source of data accessed by the client and is the primary target in both regular traffic
and malicious attack scenarios. Routers connect web servers to the internet and manage data traffic, both incoming and outgoing. It
is a critical point that is vulnerable to a variety of network attacks, including routing manipulation and protocol-based attacks. The
Internet is the communication medium that connects the client to the server via the router and is the path through which regular and
malicious traffic passes. On the right side, clients are categorized into two types: regular traffic, which is connected by the green
line, and malicious traffic, which is connected by the orange line. Regular traffic is the normal activity of clients accessing the server
for legitimate services without any malicious intent, while malicious traffic is traffic from attackers attempting to send malicious
data, such as packet spoofing manipulation to disrupt the server or router. The colored arrows (green for regular traffic and orange
for attack traffic) depict the interactions between the client, router, and web server. Malicious traffic attempts to exploit security
vulnerabilities to compromise the system, while regular traffic is expected communication. This diagram depicts a simulation of a
prototype network consisting of a web server, routers, and clients with normal and malicious traffic. The goal is to monitor these
interactions, detect attack patterns such as spoofing or routing manipulation, and maintain the integrity of the system.

3.1. Configuration and Implementation
The MetaRouter was configured using Border Gateway Protocol (BGP) as the primary routing protocol to establish a dynamic

network topology. This configuration aimed to create a virtual environment that closely mimics real-world network scenarios. The
process began by defining the virtual network topology, ensuring efficient traffic management across interconnected nodes. Careful
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planning and setup were conducted to replicate the complexities of a modern network infrastructure. The network topology can be
seen in Figure 4.

Figure 4. BGP Network Topology

Once the topology was defined, BGP routing was implemented to facilitate dynamic routing and simulate real-world network
traffic patterns. This implementation allowed the network to adapt to changes in traffic flow and respond to routing updates dynam-
ically. To ensure reliability, the MetaRouter configuration underwent rigorous testing to verify its stability and functionality. This
testing phase ensured that the virtual environment was robust enough to handle simulated attacks and real-time forensic analysis.
The results demonstrated that the configuration successfully established a functional and dynamic virtual network. The environment
proved effective in capturing and logging data from simulated attacks, including unauthorized access attempts and BGP route manip-
ulations. These logs provided valuable insights for further forensic analysis, showcasing the effectiveness of the setup in identifying
and documenting network vulnerabilities.

3.2. Observation and Testing
The virtual lab environment was closely monitored during controlled experiments to identify potential vulnerabilities and

evaluate the effectiveness of forensic tools. During these experiments, several suspicious activities were observed, including IP
spoofing and unauthorized route announcements, indicating potential security breaches. Additionally, packet data anomalies were
captured using Wireshark, revealing malicious payloads embedded within the network traffic. The experiments also highlighted the
impact of these attacks on network performance, including disruptions to routing tables and overall network stability. As shown in
Table 3, evidence of data access violations was uncovered.

Table 3. Summary of Captured Network Traffic

Normal Abnormal
Length:
4385 kB
Format:
Wireshark/. . . - pcapng

First packet:
2024-12-18 10:32:52
Last packet:
2024-12-18 12:33:39
Elapsed:
02:00:46

Length:
1911 MB
Format:
Wireshark/... - pcapng

First packet:
2024-12-18 12:44:51
Last packet:
2024-12-18 14:45:00
Elapsed:
02:00:08

International Journal of Engineering and Computer Science Applications (IJECSA)
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Normal Abnormal
Hardware:
Intel(R) Core(TM) i5-3317U CPU @
1.70GHz (with SSE4.2)
OS:
64-bit Windows 10 (22H2), build 19045
Application:
Dumpcap (Wireshark) 4.2.4 (v4.2.4-0-
g1fe5bce8d665)

Statistics

Measurement
Captured
Displayed
Marked
Packets
9085
9085 (100.0%)
—
Average pps
1.3
1.3
—
Average packet size, B
449
449
—
Bytes
4079752
4079752 (100.0%)
0
Average bytes/s
562
562
—
Average bits/s
4503
4503
—

Hardware:
Intel(R) Core(TM) i5-3317U CPU @
1.70GHz (with SSE4.2)
OS:
64-bit Windows 10 (22H2), build 19045
Application:
Dumpcap (Wireshark) 4.2.4 (v4.2.4-0-
g1fe5bce8d665)

Statistics

Measurement
Captured
Displayed
Marked
Packets
1295180
1295180 (100.0%)
—
Average pps
179.7
179.7
—
Average packet size, B
1442
1442
—
Bytes
1867224074
1867224074 (100.0%)
0
Average bytes/s
259 k
259 k
—
Average bits/s
2072 k
2072 k
—

The captured file, measuring 1911 MB in size and saved in Wireshark’s pcapng format, contains network traffic data collected
over a period of 2 hours and 8 seconds (from 12:44:51 to 14:45:00 on December 18, 2024). The collection was performed using a
system equipped with an Intel(R) Core (TM) i5-3317U CPU @ 1.70GHz and running a 64-bit version of Windows 10 (22H2). The
Dumpcap utility from Wireshark version 4.2.4 was used to record the data. A total of 1,295,180 packets were captured and displayed
in the analysis, with no packets marked or dropped. The average packet size recorded was 1,442 bytes, while the average packets
per second (pps) rate was 179.7. The captured data totaled 1,867,224,074 bytes, equating to an average throughput of 259 kB/s or
2,072 kbit/s. The captured traffic exhibited abnormalities that indicated potential network intrusions or attacks. Examples include
discrepancies in traffic patterns and packet anomalies, which suggest the possibility of malicious activities such as IP spoofing,
unauthorized route announcements, or BGP hijacking attempts. These behaviors were identified through the analysis of packet data
using tools such as Wireshark. The information gathered provides critical insights for further forensic investigation and response
planning.

3.3. Analysis
The collected network data was meticulously analyzed to uncover attack patterns and identify potential vulnerabilities within

the virtual lab environment. One of the most significant findings was evidence of Border Gateway Protocol (BGP) hijacking attempts.
These incidents were characterized by unauthorized route injections, which disrupted the stability of the network and posed a serious
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security threat. Additionally, suspicious IP addresses involved in these activities were traced back to potential threat actors, aiding in
the identification of malicious sources. The screenshot of Wireshark can be seen in Figure 5.

Figure 5. Screenshot of Wireshark

1. IP Spoofing

The captured data indicates suspicious communication between the IP addresses 192.168.1.100 and 172.16.205.53. One no-
table observation is the presence of the message ”TCP Port numbers reused,” which suggests that an old session has been reused
for new communication. This behavior is often associated with spoofing or unauthorized activities. Additionally, there are patterns
showing the transmission of packets with SYN flags without completing a valid session, indicating potential attempts at manipulating
connections. These findings highlight abnormal activities in the network, possibly signaling malicious intent.

2. Unauthorized Route Announcements

The captured packets reveal indications of false routing information, as evidenced by messages such as ”Ignored Unknown
Record” and ”RST, ACK” without any prior initiated communication. Furthermore, the IP address 192.168.1.100 is observed
sending inconsistent responses, suggesting potential unauthorized route announcements. These anomalies indicate abnormal network
behavior and possible malicious activity.

3. Packet Data Anomalies

The captured data indicates anomalies in packet transmission, as evidenced by messages such as ”TCP Previous segment not
captured” and ”TCP Out-Of-Order”. These issues suggest potential disruptions in network traffic, including packet manipulation.
Additionally, the message ”Spurious Retransmission” highlights irregular packet retransmissions that do not align with the normal
session sequence, further indicating abnormal network behavior.

4. BGP Hijacking Attempts

The indications of ”BGP route manipulation” can be identified through patterns such as sudden RST, ACK packets that
terminate a session abruptly. This often signifies attempts to disrupt legitimate BGP sessions and replace them with fraudulent routes.
Furthermore, the combination of RST, ACK packets and packet anomalies, such as Out-Of-Order, strongly suggests deliberate
efforts to manipulate routing paths within the network.
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4. CONCLUSION
This research aimed to investigate the use of live forensic methods in virtual computer lab networks managed by MetaRouter,

with a focus on identifying network threats such as unauthorized route announcements, packet manipulation, and BGP hijacking.
The findings clearly demonstrate that network anomalies, such as suspicious communication patterns, session manipulation, and route
inconsistencies, are indicative of potential malicious activities. By utilizing live forensic techniques, this research effectively captured
and analyzed these network threats, providing valuable insights into their detection and mitigation. The novelty of this research lies in
the application of live forensic methods to virtualized network environments, particularly in MetaRouter-managed networks, which
are often overlooked in traditional forensics studies. This approach offers real-time monitoring and analysis capabilities, allowing
for quicker detection of threats compared to traditional post-incident forensic analysis. The proposed method is particularly useful in
identifying and responding to complex network attacks, such as BGP hijacking, that require rapid intervention. For further research,
it is recommended to explore the integration of machine learning algorithms with live forensic methods to automate the detection
of network anomalies. Additionally, expanding the scope to include other network management technologies beyond MetaRouter,
such as Software-Defined Networking (SDN), could provide a broader understanding of virtualized network security. Future studies
could also focus on developing advanced techniques for mitigating the identified threats in real-time, ensuring enhanced security and
reliability in virtualized environments.
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